ITIS 6200/8200:HCIP 6200 Principles of Information Security and Privacy
Fall 2014
UNC-CHARLOTTE
DEPARTMENT OF SOFTWARE AND INFORMATION SYSTEMS 
Mon/Wed 5:00pm—6:15pm Woodward 125
Professor Weichao Wang
Office: Woodward Hall 333C
Office hour: MW 2:00pm—3:00pm or by appointment 
E-mail: weichaowang@uncc.edu (please prefix the subject of your message with ITIS6200/8200)
TA: Safarnejad, Lida
DESCRIPTION:
ITIS 6200/8200: Principles of Information Security and Privacy (3) 
This course provides a comprehensive overview of key issues and solutions for information security and privacy. Topics include introduction to computer security, building blocks of cryptography, symmetric and public key encryption, one way functions, key distribution and establishment, bit commitment, zero knowledge proof, digital cash, encryption algorithms, information theory for encryption, security in real life. We will also introduce the state of the art research in this direction.
TEXT BOOKS:

1. Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in C, John Wiley and Sons, second edition. The author maintains a website at http://www.schneier.com/.
Class Webpage:


http://coitweb.uncc.edu/~wwang22/Teaching/2014Fall-6200/index.htm
Contents:
Basics of information security and privacy: security policies; access control; cryptography; key distribution and management; authentication; secret sharing; commitment and freshness of information; vulnerability analysis; advanced protocols such as zero knowledge proof and secure multi-party computation;
State-of-the-art topics such as: data privacy, cloud security, network security;  
GRADING POLICY: 

Grades are based on one midterm 30%, 4 to 5 homework 20%, projects 15%, final exam 30%, and 5% class participation. Class attendance is mandatory.
Scale:

Based on curves.
ACADEMIC INTEGRITY:
Students have the responsibility to know and follow the requirements of The UNC Charlotte University Policy 407: The Code of Student Academic Integrity. This code forbids cheating, fabrication, or falsification of information, multiple submission of academic work, plagiarism, abuse of academic materials, and complicity in academic dishonesty. There are no special requirements regarding academic integrity in this course. The code will be strictly enforced and is binding on the students. Grade and academic evaluations in this course include a judgment that the student's work is free from academic dishonesty of any type; and grades in this course therefore should be and will be adversely affected by academic dishonesty. Students who violate the code can be expelled from UNC Charlotte. In almost all cases the course grade is reduced to an F. Copies of the Code can be found at http://legal.uncc.edu/policies/up-407. Students are expected to report cases of academic dishonesty to the instructor immediately. 
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