ITIS 3200 Introduction to Information Security and Privacy
Fall 2014
UNC-CHARLOTTE
DEPARTMENT OF SOFTWARE AND INFORMATION SYSTEMS 
MW 3:30pm—4:45pm Woodward Hall 125
Professor Weichao Wang
Office: Woodward Hall 333C
Office hour: MW 2:00pm—3:00pm or by appointment 
E-mail: weichaowang@uncc.edu (please prefix the subject of your message with ITIS3200)
TA: Manoj Pammina
Office Hours: TUES 2:30 – 4:00 pm and WED 2:30 – 4:00 pm
E-Mail: mpammina@uncc.edu
	


DESCRIPTION:
ITIS 3200 Introduction to Information Security and Privacy (3) 
Prerequisite: ITCS 1215 or consent of the Department. 
This course provides an introductory overview of key issues and solutions for information security and privacy. Topics include security concepts and mechanisms; security technologies; security policies, access control concepts, authentication mechanisms; mandatory and discretionary controls; basic cryptography and its applications; intrusion detection and prevention; information systems assurance; anonymity and privacy issues for information systems. 
TEXT BOOKS:

1. Matt Bishop, Introduction to Computer Security, Addison Wesley, 2005

2. Bruce Schneier, Applied Cryptography:Protocols, Algorithms, and Source Code in C, John Wiley and Sons, second edition. (You do NOT need this book to score an “A”. It is just a great book.)
Planned Contents and Estimated Schedule:


Security policies and mechanisms (1 week)


Access control (1 week)


Confidentiality policy, integrity policy, hybrid policy (1.5 weeks)


Cryptography (2.5 weeks)


Key management (1.5 weeks)


Authentication (1 week)


Design principles (0.5 week)


Identity and privacy (identity protection) (1 week)


Network security (0.5 week)


IDS (0.5 week)


Information Assurance and vulnerability analysis (1 week)

State-of-the-art topics (2 weeks)
Class Webpage:


http://coitweb.uncc.edu/~wwang22/Teaching/2014Fall-3200/index.htm
GRADING POLICY: 

Grades are based on one midterm 30%, 4 to 5 homework 15%, one to two term paper/projects 20%, final exam 30%, and 5% class participation. Class attendance is mandatory.
Scale:

Based on curves.
Midterm: 
Oct 8th 2014, in class
ACADEMIC INTEGRITY:
Students have the responsibility to know and follow the requirements of The UNC Charlotte University Policy 407: The Code of Student Academic Integrity. This code forbids cheating, fabrication, or falsification of information, multiple submission of academic work, plagiarism, abuse of academic materials, and complicity in academic dishonesty. There are no special requirements regarding academic integrity in this course. The code will be strictly enforced and is binding on the students. Grade and academic evaluations in this course include a judgment that the student's work is free from academic dishonesty of any type; and grades in this course therefore should be and will be adversely affected by academic dishonesty. Students who violate the code can be expelled from UNC Charlotte. In almost all cases the course grade is reduced to an F. Copies of the Code can be found at http://legal.uncc.edu/policies/up-407. Students are expected to report cases of academic dishonesty to the instructor immediately. 
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