ITIS 6010/8010: Topics in Software and Information Systems on

Wireless Network Security
Class Syllabus

Fall 2011
Instructor: 
Dr. Weichao Wang
Woodward Hall 310H


weichaowang@uncc.edu
Course meetings:
Friday 11:00am to 1:45pm, Woodward Hall 155

Office Hour:
Wednesday 1:30 – 3:00 pm or by appointment

Materials:
Class slides and research papers on wireless networking security

Reference book:

Network Security: Private communication in a public world

by C. Kaufman, R. Perlman, and M. Speciner.

Applied Cryptography: Protocols, Algorithms, and Source Code in C



by Bruce Schneier

Grading:
Project


30% 


Midterm

30%



Final exam

35%



Class participation
5%

Scale:

Based on curves. 
Class contents:

	Topic
	Duration

	Secure routing for wireless networks
	2 – 3 weeks

	Key distribution and management
	2 weeks

	DoS attacks and jamming
	2 weeks

	Security of smart phones and tablets
	2 weeks

	Software attestation
	1 week

	Localization and its security
	2 weeks

	Network coding
	1 week

	Physical layer security 
	1 week

	Secure data aggregation
	1 week


Academic integrity:

Students have the responsibility to know and observe the requirements of The UNC Charlotte Code of Student Academic Integrity (Catalog p. 375). This code forbids cheating, fabrication, or falsification of information, multiple submission of academic work, plagiarism, abuse of academic materials, and complicity in academic dishonesty. There are no special requirements regarding academic integrity in this course. The code will be strictly enforced and is binding on the students. Grade and academic evaluations in this course include a judgment that the student's work is free from academic dishonesty of any type; and grades in this course therefore should be and will be adversely affected by academic dishonesty. Students who violate the code can be expelled from UNC Charlotte. In almost all cases the course grade is reduced to an F. Copies of the Code can be obtained from the Dean of Students Office. Standards of academic integrity will be enforced in this course. Students are expected to report cases of academic dishonesty to the instructor immediately.  
