ITIS 6010/8010: Topics in Software and Information Systems on

Wireless Network Security
Class Syllabus

Spring 2008
Instructor: 
Dr. Weichao Wang
Woodward Hall 310H


weichaowang@uncc.edu
Office Hour:
Wednesday 1:30 – 3:00 pm or by appointment
Materials:
Class slides and research papers on wireless networking security

Reference book:

Network Security: Private communication in a public world

by C. Kaufman, R. Perlman, and M. Speciner.

Applied Cryptography: Protocols, Algorithms, and Source Code in C



by Bruce Schneier



The author maintains a website at http://www.schneier.com/
Grading:
Class presentation
20% (Survey presentation)


Project


50% (Proposal, Demonstration, Final report)


Midterm

25%



Class participation
5%

Scale:

Based on curves. 
Class contents:



Secure routing in mobile ad hoc networks


Secure data aggregation in sensor networks



Key distribution and management



Location discovery and management



Location privacy



Intrusion detection



Deny-of-service attacks



Authentication in wireless networks



RFID and its security


Trust establishment and management



Anonymity and privacy


Secure group communication


Hybrid wireless network security



Energy aware security mechanisms


Mesh network and vehicular network

Academic integrity:

No cheating or violation of integrity will be tolerated. UNCC enforces a strict rule on this so do not play dangerously. 
