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ABSTRACT   

The open and anonymous nature of wireless networks 
makes it an ideal medium for attackers to spread malicious 
content. This paper addresses our proposed approach to pro-
vide security in wireless networks based on a static access 
control for a peer to peer overlay network using a trust man-
agement system and applying digital signatures.  Thus we 
implemented the KeyNote trust management system on top of 
the Chord overlay network.  The performance of our algo-
rithm in terms of look up and delay is demonstrated by ex-
perimental results 

 
Key Words 
Peer-to-Peer (p2p), Mobile Ad-Hoc Networks (MANET), trust 
management system (TMS) and digital signatures. 

1.    INTRODUCTION 

ecurity in Mobile Ad-Hoc Networks (MANET) has been an 
area of research in the past several years. A MANET is an 

autonomous collection of mobile users that communicate over 
relatively bandwidth constrained wireless links [1].  However, 
due to the absence of a centralized server, the implementation 
of a security system becomes a complicated task.  Furthermore, 
due to the fact that the majority of the nodes are mobile, the 
network topology may change rapidly and unpredictably over 
time which makes the process even harder. 
 
 Similar to MANETs, a peer-to-peer (p2p) overlay network 
consists of a dynamically changing set of nodes connected via 
the Internet [2]. P2p overlays and MANETs share several 
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characteristics of self-organization and decentralization like 
frequent changing topology and hop by hop connection es-
tablishment.  These common characteristics shared by p2p 
overlays and MANETs also dictate that both networks are 
faced with the same challenge, that is, to provide security in a 
decentralized and changing environment. 
 

Several approaches have been proposed to regulate some 
malicious attacks on overlay networks, like Sybil and Eclipse 
attacks.  For example, in [3], the authors identify the Eclipse 
attack as one of the security problems in structured overlay 
networks. They introduce a defense mechanism that prevents 
these types of attacks by bounding the degree of overlay 
nodes.   Similarly, in [4], Castro et al use strong structural con-
straints on the overlay to defend against the same attack.   

 
The use of different techniques to defend against malicious 

attacks is not the best approach to implement security in peer-
to-peer networks because the variety could be extensive and 
the network will still be vulnerable towards unconsidered or 
innovative attacks.  For this reason, researches have proposed 
different methods to provide security.  In [5], an identification 
of dishonest peers by means of a complaint based system was 
introduced.  This is certainly a much suitable security applica-
tion to work with peer-to-peer networks because nodes are 
classified as trustworthy or untrustworthy based on negative 
feedback provided by other peers. 

 
In addition to negative feedback, the introduction of posi-

tive feedback to distinguish malicious responses from benign 
responses  was proposed in [6]. This concept of reputation 
presents  the advantage that peers are not only punished for 
their bad behavior but they are also rewarded for their good 
deeds. Currently, there are several groups, including MIT, 
Berkeley, University of Maryland, among others. That are 
studying the use of trust management systems to provide se-
curity in p2p networks, however, there have been some diffi-
culties with initial trust assignment and therefore overload con-
siderations have delayed their research.  
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1.1 Our focus 

The goal of this paper is  to use a trust management system 
based on digital signatures to implement security in overlay 
networks. Thus we propose the use of the KeyNote [10] trust 
management system in junction with a modification of the 
Chord [9] overlay network to simulate a real environment of 
secure overlay network. More specifically, our contributions 
on the subject are the following: 

 
• We propose a modification of the Chord daemon so 

that the overlay network could be able to work with the 
implementation of digital signature based trust system 
using KeyNote.  

 
• We make use of a trust server which provides access 

control to joining nodes. This server will be modified to 
a trust and evidence server in the near future to assign 
a trust value to each node in the network 

 
• We implemented our system in 8 real nodes using the 

2060 Lab located in Eaton Hall, at the University of 
Kansas. In addition to the results of the proposed al-
gorithm we present an analysis of the delay and lookup 
times introduced by the usage of KeyNote. 

 
The rest of the paper is organized as follows: section 2 pre-

sents some related work.  The proposed approach, including a 
brief description of the KeyNote TMS and the Chord overlay 
network are described in section 3. The algorithm’s results are 
discussed in section 4. Finally future work and conclusions are 
presented in sections 5 and 6 respectively. 

2.    RELATED WORK 

The topic of security in wireless and peer-to-peer networks 
has been an area of intense research in the past years.  There 
have been several different proposed techniques to deal with 
malicious attacks and malicious nodes.  However, the absence 
of a centralized server and the changing topology due to fre-
quent node joining and leaving has challenge researches to 
exploit their knowledge on the subject and come up with inno-
vative solutions to the problem. Some of the proposed ap-
proaches are discussed in this section. 
 

2.1. Secure routing on peer-to-peer overlay net-
works. 

 The first proposed approaches to include some sort of secu-
rity in peer-to-peer networks consisted in analyzing different 
attacks to the network and proposing a defense mechanism 
against them.  Examples of such methods are presented in [3,4] 
and [8] which include the Eclipse, and the Sybil attack.   

 Castro et all in their paper, “Secure routing for structured 
peer-to-peer overlay networks”, argue that the Eclipse attack 
is more general than the Sybil attack and that therefore, this 
represents a severe threat that the system should defend 
against.  Furthermore, they mention how an attacker can use a 
Sybil attack to launch an Eclipse attack by creating a large 
number of seemingly dis tinct overlay nodes to populate the 
neighbor sets of correct nodes. 
 
 Because of the severity of this attack, the authors have pro-
posed a defense mechanism for overlay network protection.  
The idea behind their algorithm is that the indegree of attacker 
nodes must be higher than the average indegree of nodes in 
the overlay during an Eclipse attack.  Therefore, benign nodes 
can bind the indegree of malicious nodes by choosing their 
neighbors from the subset of overlay nodes that are below a 
defined threshold.   
 
 These defense mechanisms to malicious attacks can effec-
tively detect and prevent attacks, however, due to the exten-
sive number of different malicious intentions, programming an 
algorithm that can provide security to every existing attack is 
virtually impossible. For these and other reasons, researches 
have explored other techniques to deal with malicious behav-
ior, like the use of feedback (reputation) provided by other 
peers regarding previous behaviors. Some of the proposed 
approaches are briefly dis cussed below. 

2.2.  Reputation based trust management 

A. Negative feedback 

The first cases of reputation based trust management were 
based on the classification of peers as trustworthy or untrust-
worthy according to the feedback left by others.  An example 
of such algorithm is presented in [5].  The goal of the approach 
is to identify dishonest peers using a complaint-based system.  
The algorithm analyzes earlier transactions of agents and de-
riving from that the reputation of an agent.  The reputation is 
essentially an assessment of the probability that an agent will 
cheat.  The data necessary for performing the analysis is pro-
vided by a decentralized storage method.   

 
 One of the disadvantages presented in the papers men-

tioned above is that it uses only negative feedback to promote 
the reputation of a peer.  This could become an adversity to 
the system because there is no incentive to other peers to per-
form the actions they are supposed to do.  Therefore, some 
scientists have proposed the use of positive feedback as well 
as negative feedback to reinforce and encourage benign be-
havior. 

 

B. Positive and negative feedback 

In EigenRep [7] each peer rates another peer from whom it 
tries to download files by rating each download as either posi-
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tive or negative. Each peer maintains a sum of all his transac-
tions with other peers in a local trust value vector. In order to 
form a global vector, the local trust values are aggregated 
around the network and normalized so that malicious peers will 
not be able to assign arbitrarily high trust values to other mali-
cious peers. Normalizing a peer’s global trust value in this way 
ensures that all values will lie between 0 and 1.  

 
Global reputation of each peer is given by local trust values 

assigned to by other peers. These normalized local trust values 
are aggregated in a distributed environment by asking for opin-
ions about other peers and placing them in a trust vector. In 
this way, the peer having the highest trust value will be se-
lected for download. 

 
A similar approach was proposed in [6]. In their paper, the 

authors designed a protocol for Peer-2-Peer systems in which a 
peer looking to download a file uses reputation from itself and 
others to help determine which host to download from. Mean-
while, the authors define four types of malicious resources 
such as Naive, Hypocritical, Collaborative, and Pseudo Spoof-
ing.  The advantage of this method is the use of positive and 
negative feedback to determine the reputation of a certain peer 
which rewards nodes for their benign behavior. 

 
Even though this type of reputation based trust manage-

ment systems has the advantage of assigning positive feed-
back to peers, there are currently several issues with initial 
trust assignment and therefore there should be considerations 
to avoid overload problems.   

2.3.  Policy based trust management 

Policy based management is a different kind of approach to 
implement security on overlay networks. Recently developed 
policy specification languages aim to provide a common frame-
work for specifying security and distributed systems manage-
ment policies. Some common approaches include PolicyMaker 
[11], Keynote [10], and REFEREE among others. In this type of 
systems, trust is managed via a public key infrastructure (PKI) 
of some sort. 

 
The focus of these approaches is on trust management 

mechanisms employing different policy languages and engines 
for specifying and reasoning on rules for trust establishment. 
The goal is to determine whether or not an unknown user can 
be trusted, based on a set of credentials and a set of policies. 
In addition, it is possible to formalize trust and risk within rule-
based policy languages, where different peers have different 
access to the network data according to their trust value. 

 
The greatest advantage of this type of algorithms is that 

they don’t have to deal with initial trust assignment.  In this 
paper we present an approach that uses the KeyNote trust 
management system to provide security to overlay networks 
via digital signatures. Furthermore, in our future work we pro-

pose an extension of our security system to work with evi-
dence and reputation of peers.   

3.    PROPOSED APPROACH 

In this section we discuss our proposed approach to imple-
ment trust management in overlay networks using digital sig-
natures.  Our method uses a modification of the Chord overlay 
network using a distributed hash (for storage) in junction with 
the KeyNote trust management system to provide access con-
trol to joining nodes.   

 

A..  Chord 

The Chord protocol [9] supports just one operation: given a 
key, it maps the key onto a node. Depending on the application 
using Chord, that node might be responsible for storing a 
value associated with the key. Chord uses consistent hashing 

to assign keys to Chord nodes. Consistent hashing tends to 
balance load, since each node receives roughly the same num-
ber of keys, and requires relatively little movement of keys 
when nodes join and leave the system. 

 
Chord maps nodes into an m-bit circular space In particular, 

each key is assigned to the first node whose identifier is equal 
to or follows the identifier of the key in the space. This node is 
called the successor node. To implement the successor func-
tion, all nodes maintain an m-entry routing table called finger 
table. This table stores information about other nodes in the 
system. Each entry contains a node identifier and its network 
address, which consists of an IP address and a port number. 

 
Figure 1 shows an example of a Chord ring with a value of 

m=6. The Chord ring is composed of 10 nodes and stores five 
keys. For this specific example, the successor of identifier 10 is  
node 14, this means that the 10th key would be located at node 
14. Similarly, keys 24 and 30 would be located at node 32, key 
38 at node 38, and key 54 at node 56. 

 
Fig.1. An identifier circle (ring) consisting of 10 nodes storing 
five keys. 
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When a new node wants to join the network it mu st initialize 
its finger table, which means that existing nodes must also up-
date their tables to reflect the existence of the new node. If the 
system is in a stable state, a new node can initialize its finger 
table by querying an existing node for the respective succes-
sors of the lower endpoints of the intervals  in the node’s table.  
Furthermore, to obtain its location inside the Chord ring, the 
new node contacts Chord’s bootstrap node, which provides 
the information of the location and keys that will be assigned 
to the new node, see fig. 2.   

 
The problem with the current Chord protocol is that it grants 

access to any node that wants to join the network, which might 
conclude in the addition of a malicious node to the network. 
This security downside could be controlled with the require-
ment of a predefined credential to join the network.  Next, we 
present a brief description of the KeyNote trust management 
system which will be used as a security authority to verify re-
quired credentials for a node to join the network. 

 

B. KeyNote 

The KeyNote trust management system was introduced in 
[10] and aims to provide a common, application-independent 
mechanism, used with specific credentials and policies. When 
using KeyNote, each application will develop its own set of 
attributes, with several credentials and policies created to op-
erate on them.  
 

The KeyNote language is designed to make it easy to ex-
press and evaluate the different types of policies. The basic 
element of KeyNote programming is the assertion. Assertions 
are the mechanism by which a key (or collection of keys) is 
authorized to perform various trusted actions. Assertions are 
used to specify local policy. Assertions are designed to be 
easy for humans and computers to write and understand there-

fore they are ASCII-based. The function of an assertion is to 
allow an entity to authorize another entity to perform specific 
trusted actions. Assertions are designed to require only mini-
mal computation to evaluate them;  a more in depth analysis will 
be shown later. 

 
The Policy Compliance Value (PCV) is a result returned by 

the KeyNote system to the application.  It describes whether 
an action requested conforms to an application’s local policy.  
In figure 3 we present a template code to use the KeyNote trust 
management system in an application.   

 

C. Trust Server 

Since it's the application's job to notice when a node is re-
questing an action, we propose the use of a trust server to call 
the KeyNote system with a correct description of the action, 
the governing policy, and the relevant credentials. By doing 
this, we can restrict the access to join the Chord network to 
only those nodes that have the correct credentials. This will 
provide a defense mechanism against malicious nodes that are 
trying to access the network.   

 
We modified the Chord daemon so that when a joining node 

contacts the bootstrap node to obtain a location in the Chord 
ring, the bootstrap node sends the credentials of the joining 
node to the trust server instead of directly assigning a position 
for the node in the circle.  The trust server will then call the 
KeyNote system with the governing policy and the credentials 
for the joining node.  The KeyNote will then return the PCV 
which will advice the bootstrap node either to grant the access 
requested by the node or deny it.  Figure 4 illustrates the pro-
cedure followed by our proposed approach upon a request 
from a joining node to access the ring. In the first scenario, the 
node does not have enough credentials to join the network 
therefore the access is denied by KeyNote and the request is 

 
 

Fig.2. Example of joining node contacting bootstrap node.   BN 
assigns location 6 and gives the node the sixth key as well as 
the keys of the empty positions before it (4 and 5). 

/* At each point the application decides that someone's requesting an 
action, do the following: */  

requester                  = requesting principal's identifier;  
action_description   = data structure describing action;  
policy                      =  data structure describing local policy,              
                 typically read from a local file;  
credentials               = data structure with any relevant credentials 
                  sent along with the request by the principal;  
PCV                  = Call_KeyNote (requester, action_description, 
                                     policy, credentials);  
if (PCV = = "allowed")  
       do the requested action  
else  
       tell principal that action isn't allowed 

 
Fig.3. Pseudo code for using Keynote. It is composed of a 
requester, action description, policy, and credentials.  The 
Policy Compliance Value (PCV) is returned by KeyNote sys-
tem to the application 
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dropped by the Chord daemon.  In the second case, the cre-
dentials are sufficient so the access is granted and the node 
successfully joins the ring.  

 
Due to the fact that Chord does not store data and in order to 

overcome problems with traffic congestion at the node acting 
as a trust server, the following step in our algorithm is to im-
plement a Distributed Hash (DHash).  The DHash will provide 
storage for the overlay network which will enable every node 
in the ring to act as a trust server and eliminate the problem of 
congestion and possible overload.   

4.    SIMULATION RESULTS 

A. Evaluation 

 In order to analyze the correct functioning of our proposed 
approach we have implemented the algorithm in 8 real nodes 
using the 2060 Lab located in Eaton Hall at the University of 
Kansas.  We first implemented the Chord overlay in each com-
puter and the added a distributed hash to provide storage to 

the network.  Later we modified the Chord daemon and imple-
mented the Keynote trust management system 
 
 For simplicity, we have programmed our policy to be a pre-
defined IP address (see Fig 5), so when a node intends to join 
the network, the KeyNote trust management system will verify 
that its IP address matches the one specified on the policy.  
We expect our approach to successfully determine if a certain 
node is authorized to join the ring or not. Furthermore, if a 
node’s access is denied we expect the Chord daemon to drop 
the attempt of joining.  We also discuss the delay and lookup 
introduced by the use of KeyNote and we expect these timings 
to be minimal compared with the regular performance of Chord. 
  

B. Results 

 We tested our algorithm using the specified conditions and 
under different situations including different number of nodes 
composing the Chord ring.  We obtained 100% accuracy of the 
KeyNote trust management system since every node with the 
correct credential was successfully added to the network and 
access to other nodes was denied. For example, using the pre-
vious policy, when a node with IP address 192.168.1.13 tried 
joining the Chord ring, the access was denied by the KeyNote 
trusts management system. However, when the requesting 
node’s IP address was 192.168.1.14, the access was granted 
and the bootstrap node was able to successfully allocate its 
position in the ring and assign the corresponding keys.   
 

C.  Analysis 

 In order to further analyze the correct functioning of our 
algorithm we have measured the delay and lookup of the Chord 
overlay network with and without the implementation of Key-
Note trust management. To ensure that we obtained the correct 
data, we tested our approach using different number of nodes 
(real nodes) and we obtained the delay and lookup for several 
tests, see Fig 6. We found the average delay of the Chord 
overlay without using KeyNote to be close to 480ms and using 

Figure 4: Joining node does not have credentials to join the Chord ring (a) and node has credentials to join the ring (b) 

 
Fig.5. Policy for Chord access,  if IP address is 192.168.1.14  
access is granted, otherwise access is denied. 
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KeyNote close to 530ms.  This means that the introduction of 
security using digital signatures has a cost of approximately 
only 50ms.  
 
  Similarly, the average lookup timing found for the Chord 
overlay was 130ms using 2 to 8 nodes, and after the implemen-
tation of KeyNote it increased to near 180ms.  Once again we 
obtained a 50ms increase. We consider the algorithm to be 
robust both lookup and delay wise since the time augment was 
minimal.  Furthermore, based on the KeyNote description, the 
implementation of additional assertions to have a more struc-
tural network control (rather than simply allow or deny) will 
only affect the performance of the algorithm in the order of 
micro seconds.   

5.    CONCLUDING REMARKS 

We have proposed a new approach for the use of policy 
based trust management in overlay networks. More specifically 
we have implemented the KeyNote trust management system 
to the Chord overlay network using a trust server and distrib-
uted hash to provide security against malicious nodes trying 
to join the network.  We have demonstrated the correct func-

tion of our algorithm by testing our approach on 8 real nodes 
located in the 2060 Lab in Eaton Hall at KU. 

 
For testing purposes, we have programmed our policy to be 

a specific IP address and we achieved 100% decision accuracy 
from the KeyNote system against nodes trying to access the 
Chord ring, based on their IP address.  Furthermore, we have 
analyzed our system in terms of lookup and delayed and have 
found that the introduction of this kind of security is not very 
time consuming.  The average delay found for the Chord over-
lay was 480ms for 1 to 7 nodes and 530ms using KeyNote. In a 
same way, the average lookup was 130ms without trust man-
agement and 180ms with KeyNote. 

 
The use of distributed hash is used to provide network stor-

age as and to implement a decentralized trust server, in which 
every node belonging to the ring could contact KeyNote and 
determine whether a node should be allowed to join or not. 

6.    FUTURE WORK 

Our approach provides a robust security towards malicious 
nodes joining the Chord network.  However, once a node joins 
the network it can still behave in not the optimal way.  There-
fore, we will study the concept of reputation and our goal is to 
develop a robust and reliable dynamic trust management sys-
tem for wireless networks.  This will be done by analyzing 
peers previous behaviors and therefore assigning a specific 
trust value to each node in the Chord ring. 

 
In order to implement this dynamic system, we proposed the 

extension of our trust server to a trust and evidence server 
which will collect evidence from different peers about a specific 
node’s behavior and increase or decrease its trust value.  This 
concept of reputation will not only provide additional security 
to the network in the sense that nodes will be forced to keep a 
benign behavior but also, we could selectively determine what 
information can be shared to what node depending on its trust 
value. 

 
Another possible extension to our project based on the con-

cept explained above is the implementation of additional asser-
tions to the KeyNote trust management system.  In this way, 
we could have certain policies for nodes joining the network 
and other policies for accessing and uploading data.  Further-
more, we could expand the policies for accessing the network 
based on the intentions of the joining node.   
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