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Abstract. Cloud manufacturing (CM) is an open and service-oriented
platform that virtualizes distributed design, manufacturing, and assembling resources together in order to provide a seamless, stable, and high
quality transaction of manufacturing procedures. Despite the rich results
in resource discovery and matching, the research in robustness and security of the systems falls behind in many aspects. The lack of such
knowledge puts a serious challenge for the wide deployment and adoption of cloud manufacturing, which becomes an urgent demand for the
sustainability of economy. To bridge this gap, we plan to investigate security of cloud manufacturing. As a specific example, in this paper we
will discuss potential vulnerabilities of cloud manufacturing to side channel attacks and design defense mechanisms to balance user privacy and
system efficiency. We propose to build a distributed manufacturing cloud
prototype upon the RAMP (Remote Automation Management Project)
system to form a closed loop evaluation environment. Mutual impacts
between the cyber and physical sub-systems will be evaluated. Simulated
cyber attacks and incidents on the shop-floor will be injected into the
system to assess its security.
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Introduction

With the fast development of cloud computing, its potential application to other
fields has attracted a lot of research efforts. Cloud manufacturing [1–4] is an
open and service-oriented platform that virtualizes and encapsulates distributed
design, manufacturing, and assembling resources together in order to provide a
seamless, stable, and high quality transaction of manufacturing procedures. Both
China [1, 5] and EU [6, 7] have invested millions of dollars on related projects.
In Germany, the concept is included in the platform of Industry 4.0. In United
States, several projects have explored related topics such as composition of engineering services [8] and e-quality control of web-enabled manufacturing [9].
Different from the emphasis on resource discovery and capability matching
in cloud manufacturing, the corresponding research in robustness and security
of the systems falls behind in many aspects. As an example, the sharing of
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resources in cloud environments enables side-channel attacks [10, 11]. However,
to the best of our knowledge, there is no active research on the detection or
defense of side channel attacks in the cloud manufacturing systems. The lack of
such knowledge puts a serious challenge to the wide deployment and adoption of
cloud manufacturing in the fast evolving mission critical industry [12, 13], which
becomes an urgent demand for the sustainability of US economy [14, 15].
To bridge this gap, we plan to investigate security of cloud manufacturing.
Since the topic of cloud manufacturing is still in its infancy stage, our discussion in this paper focuses on the problem statement and exploration of the
approaches. Specifically, we will discuss potential vulnerabilities to side channel
attacks during task dispatching, and design defense mechanisms to balance user
privacy with system efficiency. The proposed approach could become an essential component of a unified management system in order to enforce security and
robustness of manufacturing cloud.
To establish a closed-loop environment so that the proposed approaches can
be assessed and further improved, the research team plan to build a distributed
manufacturing and management platform upon the RAMP (Remote Automation Management Project) system [16]. Mutual impacts between the cyber and
physical sub-systems will be evaluated with different threads of manufacturing
tasks. Simulated cyber attacks and incidents on the shop-floor will be injected
into the system to assess its security. The overall architecture of the proposed
efforts is shown in Figure 1.

Fig. 1. Architecture of the proposed efforts.

The proposed research, if succeeds, would contribute to the technology and
engineering of CPS. Sharing of resources has become a common property of
multiple types of CPS. Through exploring security vulnerabilities caused by the
sharing and designing defense mechanisms, we expose insights of CPS security
and provide guidelines for future defense mechanisms. The remainder of the
paper is organized as follows. In Section 2, we will introduce the concept of
cloud manufacturing and the research challenges in security. In Section 3, we
investigate the protection of user privacy from side channel attacks. Section 4
describes the development of a closed-loop evaluation platform. Finally, Section
5 concludes the paper.
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Manufacturing Cloud and the Research Challenges

With the fast development of a global market, manufacturing jobs are now diversified by various factors including outsourcing, joint ventures, and cross-border
collaborations. Nowadays we are facing a shop-floor environment geographically
distributed across corporate and national boundaries. To support the required
level of agility, creativity, and connectivity, the concept of cloud manufacturing is
proposed. Cloud manufacturing is a customer-centric manufacturing model that
exploits on-demand access to a shared collection of diversified and distributed
resources. These resources (hardware, software, and knowledge) form temporary and reconfigurable production lines so that we can improve resource usage
efficiency and reduce product lifecycle cost.
While the architecture of cloud manufacturing has been presented in different ways [4, 17, 18], in our research we follow the structure shown in Figure 1.
Here Users can range from individuals to large OEMs who generate engineering requirements of the desired object and its final manufacturing conditions.
The Physical Resource Providers own and operate manufacturing equipments. They offer users instantaneous access to manufacturing capabilities that
are provided through the cloud as a service. The Cloud Providers and Administrators are responsible for managing all aspects of the cloud manufacturing environment and interpreting user requirements into data for production
equipments. In addition to locating and matching the required resources, the
application providers also need to plan for and handle service interruptions. The
three groups form a closed-loop to represent the supply-demand market in cloud
manufacturing.
Since the concept of cloud manufacturing is proposed, research efforts have
been focusing on the construction of service infrastructure and the support of
properties such as flexibility. For example, service composition represents the
capability of the cloud to effectively and efficiently combine manufacturing services. Researchers have studied the problem through correlation among the virtual services [19] under multiple objectives and constraints [20]. To enable fast
and accurate discovery of required services, semantic [21, 22] and ontology [23]
based matching algorithms have been designed. Researchers have also designed
a layered model to support service aggregation and sharing [24]. Considering
the dynamic nature of cloud manufacturing, it should allow for variation in the
marketplace and changes in the manufacturing environment. A Flexibility Management Architecture was proposed in [25]. LaSelle [26] suggests to use mass
customization to produce unique products of varying complexity on demand.
Built upon the early advanced manufacturing models [27–30], several commercial companies have built cloud manufacturing prototype systems. For example, Quirky [31] provides virtualized manufacturing resources to distributed
designers. The Ponoko system [32] offers both 3D objects and electronic components manufacturing services to designers. MFG.com [31] connects consumers
with over 200,000 manufactures in 50 states so that a complete manufacturing
procedure including design, quoting, production, and shipping can be accomplished at one site.
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Although all the proposed architectures of cloud manufacturing [2, 3, 33, 4]
treat information and infrastructure security as an essential component, the
state-of-the-art research still focuses only on the engineering side. The lack
of research efforts in system security and robustness, however, poses a serious challenge to future deployment and adoption of cloud manufacturing. Our
proposed research tries to enhance cloud manufacturing security through information technology approaches during the task planning and production phases.
The approaches will be tested in a closed-loop environment for assessment and
improvement.

3

Protecting User Privacy against Side-channel Attacks
in Cloud Manufacturing

Although some research efforts [33] treat cloud manufacturing as a natural extension of cloud computing, we believe the resources in CM have at least the
following differences from those in cloud computing. First, while virtual machine
migration in cloud computing is almost free [34], shipping of parts in cloud manufacturing causes extra delay and costs. Therefore, we have to consider the physical distances among the resource providers that we choose. Second, although
in cloud computing you can interrupt and recover a virtual machine almost instantly with very little performance penalty, in cloud manufacturing it is usually
very costly to interrupt a task. Last but not least, while the capabilities of the
physical boxes in a computing cloud are almost the same (either CPU cycles or
storage spaces), the capabilities of the manufacturing equipments vary greatly.
These special properties introduce new vulnerabilities into cloud manufacturing.
We propose to systematically investigate the problems and design mechanisms
to strengthen the system safety.
3.1

Example Side-Channel Attacks in Manufacturing Cloud

An advantage of cloud manufacturing is the sharing of resources. Such sharing
can greatly improve the equipment usage efficiency and allow middle or small
scale manufacturers to conduct tasks that used to be impossible. The sharing of
resources, however, also creates a channel through which malicious attackers can
steal information from other users or gain advantage during the competition.
Below we use two examples to illustrate the vulnerabilities and the need to
strengthen the system.
Example 1: Gaining a Competitive Advantage in Business Assuming
that company X and company Y are bidding for a contract and each has to
produce a prototype product for the requester as soon as possible. The product
needs to go through equipments A, B, and C in order. The availability of the
equipments is shown in Figure 2.(a). To gain a competitive advantage, company
X reserves not only the equipments A, B, and C at Factory 1 but also B at
Factory 2. Now company Y can no longer find all equipments in need that
are located in a single place. It may lose the contract because of the shipping
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delay and cost. Please note that the extra reservation of X does not hurt the
manufacturing capabilities of the overall system since all types of equipments in
need are still available. Company X uses this method to gain some advantage
in the competition.

Fig. 2. Example attacks in manufacturing cloud.

Example 2: Compromising User Privacy in Manufacturing Cloud
Assuming that company X is designing the next generation of iF one. Its competitor company Y tries to figure out whether the new design adopts a shining
mirror finish or a mother-of-pearl finish. The two designs will require three and
six hours of processing time respectively on a special kind of grinding machine.
Through reserving the grinding machine with time gaps of different lengths and
observing the time slot chosen by X, Y will be able to figure out the property
of the product and compromise user privacy. For example, if Y finds out that X
reserves the slot of 3.5 hours, it will know that the shining mirror finish will be
adopted. The attacking procedure is shown in Figure 2.(b).
In the two attacks described above, the malicious parties take advantage of
the sharing property in manufacturing cloud. The reservations of services that
they make do not hurt the functionality of the system. However, they will impact
the operations of other users and compromise security and privacy of the cloud.
We propose to systematically investigate this problem so that we can identify
the potential threats and mitigate their impacts.
3.2

Measuring the Impacts of Service Requests on User Privacy
and System Safety

As the examples above show, the objective of side channel attacks is not to
disable the operations of the manufacturing cloud but to derive out information
about other requests or gain an advantage in competition. Therefore, traditional
robustness improvement mechanisms such as multipath or alternative gear sets
[35, 36] will not solve the problem. We need a mechanism that can quantify the
impacts of a user request on other users’ privacy and system safety at a fine
granularity.
To solve this problem, we propose to design an algorithm to estimate the
increases in cost and delay of satisfying a similar request in the cloud. When a
user submits a request to the manufacturing cloud, the dispatching/scheduling
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software will locate the resources that can satisfy the request. After reserving the
resources for the transaction, the software will hypothetically submit a similar
request into the system. This time, the software will estimate the cost and delay
of the hypothetical request and compare them to those of the real transaction.
If the increases are larger than a threshold value, the software will notify the
system since this request may impact subsequent transactions in a negative way.
The system will then issue a warning and keep a close eye on the subsequent
requests from the same user.
While the basic idea is straightforward, several issues must be carefully studied before the approach can be deployed. The first question is to determine
the appropriate range of the threshold value. We propose to use stochastic optimization to determine the threshold values for the system [37]. The perturbation
analysis techniques [38] can be used to obtain consistent gradient estimates based
on the simulation runs. We can experiment with different simulation configurations to explore the relationship between the studied scenarios and threshold
values.
Second, we need to identify all hypothetical requests that need to be resubmitted to the system. Under many conditions, the real request and the hypothetical request do not have a one-to-one mapping. For example, in Figure 2.(a) the
attacker will first reserve resources A, B, and C at Factory 1. At this moment, a
hypothetical request with the same resource demand can be easily satisfied with
the equipments at Factory 2. If only the current request is examined, when the
attacker reserves resource B at Factory 2, no alarm will be triggered since B is
still available at Factory 3. However, we can no longer find a series of resources
A, B, and C that are located at a single place. Therefore, any competitors requesting these resources will be placed in a disadvantage situation. To defend
against such attacks, we propose to construct hypothetical requests based on
not only the current request but all open transactions from the same user. In
this way, the attackers can no longer fool the system through manipulating the
order of submitting requests.
The last problem is to generalize the proposed mechanisms so that they can
detect collaborative attacks. So far, the proposed approach can defend against
only attacks from a single malicious party. Multiple attackers can group together
and jointly conduct the misbehavior. To defend against such attacks, we propose
to use the classification algorithms to identify user groups based on the similarity
of their requests. We will then leverage our expertise in detection of collaborative
attacks [39] to refine the proposed algorithms.
3.3

Balancing Manufacturing Efficacy with Improvements in
System Security

A user request to the manufacturing cloud could often be satisfied by diverse
resource reservation plans. This adds some flexibility to our security enforcement
mechanisms since we do not have to choose the resources with the lowest cost or
shortest delay. The resource selection problem in manufacturing cloud is different from the scheduling procedures involving only one factory. Since the service
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providers in a manufacturing cloud can distribute all over the world, we must
take this geographical factor into consideration. We plan to build the resource
allocation algorithms upon the multi-plant scheduling problem [40]. Specifically,
two sets of mechanisms will be explored. In the first group, we plan to use constraint programming as the computation mechanism in collaborative scheduling
and planning [41]. The flexibility of production schedules can be represented
by the start times of the operations. The manufacturing cloud will resolve the
conflicts caused by the constraints and generate feasible solutions to the requests.
The second group of mechanisms will treat the production planning at multiple sites with substitutable capacities [42]. A linear programming model will
be developed to produce the time and capacity aggregation plan. To reduce the
processing overhead at the cloud, different time grids and planning horizons
for aggregation will be used. The results will then be integrated in a heuristic
solution so that production and distribution planning can be jointly determined.

4

Closed-loop Evaluation with a Prototype
Manufacturing Cloud

As an essential component of the proposed research, we plan to build a prototype
manufacturing cloud upon the RAMP (Remote Automated Management Program) system that we already have and use at UNC Charlotte. The efforts will
focus on expanding the system with the proposed security enforcement mechanisms, running closed-loop evaluation with real industrial and manufacturing
equipments associated with the cloud, and investigating mutual impacts between
the cyber and physical systems in the cloud.
4.1

RAMP and the Prototype Manufacturing Cloud

UNC Charlotte has been awarded by the US Department of Labor for $1.5M
to develop a workforce training pipeline for mission critical operations including
advanced manufacturing and smart power grid. The fund allows UNC Charlotte
to establish a RAMP (Remote Automated Management Program) system that
includes all software and hardware resources to be expanded to a manufacturing
cloud. The architecture of RAMP and the proposed manufacturing cloud are
illustrated in Figure 3.
The front side of the manufacturing cloud is managed by NetLab+ [43].
It allows remote users to login from any position. NetLab+ will create a virtual machine for every user, through which the user could reserve hardware
resources. Our proposed security enforcement mechanisms will be implemented
and integrated into the cloud administration software. The newly implemented
component will be in charge of reservation of resources, detection of side channel attacks, and aggregation and management of the sensing data. Behind the
cloud administration software will be real equipments located in two buildings
on campus. The platform allows us to connect any equipment with an Ethernet
interface to the system. Examples of equipments that we plan to connect to
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our cloud include programmable logic controller (PLC), Siemens controllers, hydraulic trainer, and robotic arms, as shown in Figure 3. The proposed manufacturing cloud prototype will provide real-time, laboratory-based, and interactive
and collaborative working experiences in advanced technical skills to researchers
and students.

Fig. 3. Platform to evaluate our approaches.

4.2

Experiments on the Manufacturing Cloud Prototype

We plan to conduct two groups of experiments to evaluate the proposed mechanisms and the mutual impacts between the cyber and physical systems. A topdown approach [44] will be used to select parameters for evaluation. In the first
group, we will articulate different resource availability and user request scenarios
and submit them to the cloud administration software. The objective is to examine the impacts of the newly designed mechanisms on the overall performance of
the cloud such as equipment usage efficiency, productivity, and cost and delay to
users. In the second group, we will evaluate how well the proposed mechanisms
can adapt to sudden changes in the cloud such as resource availability on the
shop floor. While a comprehensive set of experiments will be conducted, below
we describe two examples in detail.
Example Experiment 1: Mitigation of Side Channel Attacks and
Protection of User Privacy In this experiment, an attacker tries to figure
out the properties of another user’s request. Through submitting a series of
requests with different resource demands, the attacker restricts the selection
space of the victim and learns properties of her task. We will examine three
schemes for attack mitigation: (1) no action; (2) assess only the current request;
and (3) assess all unfinished requests from the attacker. The parameters that
we will measure include: (1) at what stage the system starts to raise alarms; (2)
false alarm rate; (3) the productivity of the cloud; and (4) cost and delay to end
users. The objective of the experiment is to assess the detection capability of
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the proposed mechanism and its impacts on system performance so that we can
refine our approach for future deployment.
Example Experiment 2: Responses to Dynamic Cloud Environment
The manufacturing cloud can change in real time in many ways. For example,
end users may update details of their requests while the tasks are processed in
the system. As another example, equipments may suddenly become unavailable
because of malfunction. While the dispatching and scheduling algorithms for
manufacturing clouds are designed to handle such dynamics, we must carefully
assess our security mechanisms and see how well they adapt to such changes. The
system dynamics that we plan to test include: (1) duration of a resource that
a request needs; (2) types of resources that a request needs; (3) availability of
resources; and (4) changes of routing paths among resources. We will investigate
the overhead of the security mechanisms that is incurred by the changes.

5

Conclusion

In this paper we investigate the security of manufacturing cloud. Specifically, we
discuss the detection of side channel attacks on privacy of user requests. Since
the concept of cloud manufacturing is still in its infancy stage, our investigation
focuses on the statement of research problems and exploration of approaches.
The examples show that sharing of resources creates a new path for malicious
parties to compromise user privacy through side channel attacks. Such attacks
need to be mitigated at the task dispatching and scheduling phase. We discuss
an idea to quantify the impacts of a user request on subsequent requests. We
also propose to build a prototype system upon our current RAMP platform.
Since the work discussed in this paper focuses on problem statements and
emerging ideas, our next step is to implement the approach and thoroughly
evaluate it. We will first run simulations with different combinations of user
requests and available resources to determine the threshold value for raising
alarms. We will then implement the prototype manufacturing cloud and test
the detection capability of the proposed approach. Mutual impacts between the
cyber and physical sub-systems under these scenarios will be studied so that our
approach can be generalized to other systems with shared resources.
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