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Abstract—Delay tolerant networks (DTNs) recently have drawn much attention from researchers due to their wide applications in various challenging environments. Previous DTN research mainly concentrates on information propagation and packet delivery. However,
with possible participation of a large number of mobile devices, how to maintain efficient and dynamic topology becomes crucial. In this
paper, we study the topology design problem in a predictable DTN where the time-evolving topology is known a priori or can be predicted. We model such a time-evolving network as a weighted directed space-time graph which includes both spacial and temporal
information. Links inside the space-time graph are unreliable due to either the dynamic nature of wireless communications or the rough
prediction of underlying human/device mobility. The purpose of our reliable topology design problem is to build a sparse structure from
the original space-time graph such that (1) for any pair of devices, there is a space-time path connecting them with a reliability higher
than the required threshold; (2) the total cost of the structure is minimized. Such an optimization problem is NP-hard, thus we propose
several heuristics which can significantly reduce the total cost of the topology while maintain the “reliable” connectivity over time. In this
paper, we consider both unicast and broadcast reliability of a topology. Finally, extensive simulations are conducted on random DTNs,
a synthetic space DTN, and a real-world DTN tracing data. Results demonstrate the efficiency of the proposed methods.
Index Terms—Topology design, reliability, greedy algorithm, space-time graph, delay tolerant networks
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INTRODUCTION

D

or disruption tolerant networks (DTNs) have
been used for a wide range of applications to provide
robust data communications in challenging environments,
such as pocket switched networks [1], [2], vehicular ad hoc
networks [3], [4], [5], mobile sensor networks [6], [7], mobile
social networks [8], [9], disaster-relief networks [10], or
space communication networks [11], [12], [13]. In DTNs, the
lack of continuous connectivity, network partitioning, long
delays, unreliable time-varying links, and dynamic topology pose new challenges in design of DTN network protocols. Recently, many new routing schemes [2], [14], [15],
[16], [17], [18] have been proposed for DTNs to take the
intermittent connectivity and time-varying topology into
consideration. In addition, different mobility studies [19],
[20], [21] and graph modeling [22], [23], [24] have been conducted for DTNs to understand the underlying social and
temporal characteristics of the network participants. However, there is little research on how to maintain a cost-efficient and reliable topology of time-evolving DTNs.
Network topology is always a key functional issue to the
design of any network system. For different network applications, network topology can be designed or controlled
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under various objectives (such as power efficiency, fault tolerance, and throughput maximization). Topology control
protocols have been well studied in wireless networks,
especially, wireless ad hoc and sensor networks [25], [26],
[27]. The focus of previous research is mainly on how to
construct a cost-efficient structure from a static and connected topology (an underlying communication graph
includes all possible communication links). However, in
DTNs, the underlying topology often lacks continuous connectivity which makes existing topology control algorithms
useless. Therefore, how to maintain efficient and dynamic
topology of DTNs becomes crucial, especially with the participation of a large number of mobile devices.
In this paper, we study the topology design problem in a
time-evolving and predictable DTN. DTNs often evolve over
time: changes of network topology can occur if nodes move
around. The node mobility and the evolution of topology
are heavily dependent on social and temporal characteristics of the network participants. For certain type of networks,
the temporal characteristics of topology could be known a
priori or can be predicted from historical tracing data. For
example, it is easy to discover the temporal patterns of
topology for a DTN formed by either public buses [3] or satellites [11], [12], [13] which have fixed tours and schedules,
or a mobile social network [20] consisting of students who
share fixed class schedules. A recent study [28] also shows
that human mobility model can achieve a 93% potential
predictability. For this kind of time-evolving and predictable DTNs, the space-time graph model [29], instead of the
static graph model, can be used to capture both the space
and time dimensions of the dynamic network topology and
to enable the emulation of any “store-and-forward” DTN
routing methods. Given such a space-time graph including
all possible temporal and spacial links, the topology design
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problem aims to find a subgraph which maintains the connectivity over time between any two devices while minimizing the cost. Such problem is crucial for DTNs with either
expensive communication links or a large number of devices. For example, in a space DTN [11], [30], the communication between two satellites or spacecrafts could be costly
due to the energy constraints and the environmental issues
(such as sunlight shadowing). Therefore, it is important to
carefully plan the topology of space DTNs. On the other
hand, in large-scale low-duty-cycle sensor networks [31],
[32] or energy-harvesting sensor networks [33], in order to
prolong application lifetime, many sensors can be put into
sleep and thus their associated links are removed from the
time-varying network topology. Since the duty cycles or
harvested energy amount can be known a priori, efficient
topology design can be performed for such time-evolving
and predictable sensor networks.
In our recent study [34], we have proposed several heuristics for the basic topology design problem in time-evolving and predictable DTNs. Those methods all assume that
the prediction of future links is perfect and links are reliable
for communications, i.e., the packet delivery over these spacial or temporal links is guaranteed and without errors.
This is clearly too optimistic in practice since the wireless
communications are unreliable due to the lossy nature of
wireless channels. It is observed that the wireless link reliability depends on many factors such as the transmission
power, the receiver’s sensitivity, the channel condition, and
so on. In addition, even though certain type of network
mobility can be predicted based on user behavior or historical data, the link prediction can be inaccurate sometimes.
Therefore, in this paper, we remove the strong assumptions
on reliable links and perfect prediction. Instead, for each
spacial or temporal link in the space-time graph, we assume
it has a probability to reflect its “reliability”, either based on
link quality estimation or mobility prediction. Higher the
reliable probability of a link, higher chance the DTN transmissions over that link to be successful. Therefore, given the
weighted space-time graph, the new reliable topology design
problem (RTDP) aims to find a subgraph in which the reliability of DTN routing between any two devices is guaranteed to be higher than a required threshold and the total
cost of topology is minimized. Notice that in many timeevolving and predictable DTNs (such as the interplanetary
space DTN [11], [13]), maintaining dense structure is too
expensive.
In this paper, we study the RTDP in a time-evolving DTN
with unreliable links/predictions. Our major contributions
are summarized as follows:




We formally define the reliable topology design problem which aims to build a sparser structure (also a
space-time graph) from the original space-time graph
such that (1) for any pair of devices, there is a spacetime path connecting them with the reliability higher
than a required threshold; (2) the total cost of the
structure is minimized. We also show that this new
topology design problem is a NP-hard problem.
We propose five heuristics which can significantly
reduce the total cost of network topology while
maintaining the DTN reliability over time.
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We also discuss how to address the reliable topology
design problem when a flooding-based DTN routing
is used instead of the single-copy DTN routing.
 Extensive simulations have been conducted on random DTN networks, a synthetic space DTN, and a
real-world DTN tracing data [35]. Results demonstrate the efficiency of all proposed methods.
The rest of this paper is organized as follows. Section 2
summarizes related works in delay tolerant networks and
topology design of wireless networks. Section 3 introduces
the space-time graph model and the reliability of DTN networks. Section 4 formally defines the reliable topology
design problem and provides its NP-hardness proof. Our
proposed heuristics are presented in Section 5 and Section 6
for single-copy DTN routing and flooding-based DTN routing, respectively. Section 7 presents our simulation results
over wide-range of networks. Finally, Section 8 concludes
the paper by discussing the limitations of proposed methods and pointing out some possible future directions. A preliminary version of this paper appeared in [36].

2

RELATED WORKS

2.1 Delay Tolerant Networks
Existing research in DTNs mainly focuses on routing [14],
[15], [16], [17], [19], [18]. Most of the existing schemes adopt
the “store and forward” strategy, in which nodes store the
packets in their buffers if there is no opportunity for message forwarding and wait for future opportunities. Then the
key problem is how to select appropriate relay nodes for
message forwarding during encounters. Two types of solutions are used in DTN routing: single-copy or flooding based.
In single-copy DTN routing, there is only one copy of
each message in the network at any time so that the resulting propagation path of a message is a single path from the
source to the destination. To make the right routing decision
(i.e., picking the right relay at each step), a good metric to
measure the ability of nodes to deliver the message is essential. Existing methods use metrics obtained from historical
encounter information [17], [62], [63], [64], mobility information [19], [65], or social properties [2], [18], [66], [67]. During any encounters, the node with higher metric becomes
the relay node [68].
Allowing multiple path propagation by flooding multiple messages in DTNs can significantly improve the chances
of successful delivery. The simplest flooding routing
method is epidemic routing [15], [42], where a copy of the
message is given to every encountered node. However,
such approach suffers from large overheads. To overcome
this issue, some flooding-based routing methods (such as
Spray & Wait [16] or Select & Spray [69], [70]) limit the number of copies of a message to a certain constant or the possible relays to certain nodes. Recently, there are also studies
on how to maximize information propagation in DTNs via
flooding [71], [72] and how to deploy additional throwboxes
to assist the message delivery in DTNs [73], [74].
2.2 Time-Evolving Networks
Modeling the time-evolving networks has been studied in
both mobile ad hoc networks [29], [44], [60] and DTNs
[24], [46]. Xuan et al. [44] first study routing problem in a
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fixed schedule dynamic network modeled by an evolving
graph (i.e., an indexed sequence of subgraphs of a given
graph). Then, [24], [60] also use evolving graphs to evaluate various ad hoc and DTN routing protocols. Shashidhar et al. [29] study the routing problem in a space-time
graph. Liu and Wu [46] also model a cyclic mobispace as
a probabilistic space-time graph in which an edge
between two nodes contains a set of discretized probabilistic contacts. All of these works only focus on the routing problem in the dynamic networks modeled by either
evolving graphs or space-time graphs, and they usually
aim to deliver the messages to their destinations. In this
paper, we investigate the topology design problem in
these networks with a different focus on the cost efficiency of the network topologies.

2.3 Topology Design
Topology design (or topology control) has drawn a significant amount of research interests in wireless ad hoc and
sensor networks [25], [26], [27]. Primary topology design
algorithms aim to maintain network connectivity and conserve energy. All existing methods deal with topology
changes by re-performing the construction algorithm. Fortunately, most of the algorithms are localized, thus the
update cost is not expensive. However, all methods assume
that the underlying communication graph is fully connected
at any time and they do not consider the time domain
knowledge of network evolution.
The most relevant work with this study is our recent
study [34] where we consider the basic topology design
problem of reliable space-time graphs for either connectivity or spanner property. The proposed methods there
assume that all links are reliable and the prediction of
future links are prefect. In this paper, we remove such
unrealistic assumption by considering the probability of
link reliability. Notice that Liu et al. [61] have studied
topology control over unreliable sensor networks. However, their study only consider the problem for a static sensor network without any time dimension dynamic. To our
best knowledge, this paper is the first attempt to study
topology design for time-evolving networks with unreliable links. We believe that topology can be controlled
more wisely and efficiently if the network evolution over
time is considered.

3
3.1

MODELS AND ASSUMPTIONS

Space-Time Graphs: Modeling Time-Evolving
Networks
Assume that the time is divided into discrete and equal
time slots, such as f1; . . . ; T g. Let V ¼ fv1 ; . . . ; vn g be the
set of all individual nodes in the network (which represents the set of mobile devices). Since positions of individual nodes and the topology co-evolve over time, a
sequence of static graphs can be defined over V to model
the interactions among nodes in the time-evolving DTN
during certain time slot. Fig. 1a illustrates such an example. Let Gt ¼ ðV t ; E t Þ be a directed graph representing the
!
snapshot of the network at time slot t and a link vti vtj 2 E t
represents that node vi can communicate to vj at time t.
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Fig. 1. A time-evolving DTN and its corresponding space-time graph:
(a) the time-evolving topology of a DTN (a sequence of snapshots);
(b) the corresponding space-time graph G, where a space-time path
from the source v2 to the destination v5 is highlighted in blue.

Then, the dynamic network is described by the union of all
snapshots fGt jt ¼ 1    T g. However, such sequence of
static graphs is not easy to use in the analysis or design
of DTN routing protocols. For example, some of the
snapshots may not be connected graphs at all (e.g., the
first three snapshots in Fig. 1a), which makes routing
tasks over them challenging.
In many existing DTN protocols, an aggregated graph
over fGt g is used, where an edge exists between a pair of
nodes if they have interacted at any point during the time
period T . The weight of such a link is the probability of the
occurrence (or the fraction of the occurrence over the total/
historical period) of the link. For example, link v!
1 v3 exists in
two time slots out of total four slots, thus its weight is 0:5.
Many DTN routing protocols [14], [17] estimate this contact
probability based on past history and use it to select forwarding nodes. However, such aggregated view discards
temporal information about the timing and order of interactions, which may cause failure of delivery or bad
performances.
In this paper, we adopt the space-time graph [29] to
model the time-evolving DTNs. We convert the sequence of
static graphs fGt g into a space-time graph G ¼ ðV; EÞ, which
is a directed graph defined in both spacial and temporal
spaces. Fig. 1b illustrates the space-time graph of the same
network. In the space-time graph G, T þ 1 layers of nodes
are defined and each layer has n nodes, thus the whole vertex set V ¼ fvtj jj ¼ 1; . . . ; n and t ¼ 0; . . . ; T g and there are
nðT þ 1Þ nodes in G. Two kinds of links (spacial links and
temporal links) are added between consecutive layers in E.
!t
A temporal link vt1
j vj (those horizontal links in Fig. 1b) connects the same node vj across consecutive ðt  1Þth and tth
layers, which represents the node carrying the message in
!t
the tth time slot. A spacial link vt1
j vk represents forwarding
a message from one node vj to its neighbor vk in the tth time
t
slot (i.e., v!
j vk 2 E ). By defining the space-time graph G, any
communication operation in the time-evolving network can
be simulated on this directed graph. As the blue path shown
in Fig. 1b, a space-time path from v02 to v45 shows a particular
DTN routing strategy to deliver the packet from v2 to v5 in
the network using four time slots: v2 holds the packet for
the first time slot, then passes it to v3 at t ¼ 2, etc.
We can now define the connectivity of a space-time
graph, which is different from that of a static graph.
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Fig. 2. Examples of reliable topology design: (a) the original space-time graph G with total cost 22, unicast reliability 0:36, and broadcast reliability 0:52;
(b) a connected topology H1 with total cost 6, unicast reliability 0:25, and broadcast reliability 0:25; and (c) a connected topology H2 with total cost 12,
unicast reliability 0:36, and broadcast reliability 0:4. Here, links are labeled by (cost, reliability), and green links are removed links from G.

Definition 1. A space-time graph H is connected over time
period T if and only if there exists at least one directed path for
each pair of nodes ðv0i ; vTj Þ (i and j in ½1; n).
This guarantees that the packet can be delivered between
any two nodes in the network over the period of T . Notice
that a connected space-time graph does not require connectivity in each snapshot. Fig. 1 shows an example. Hereafter,
we always assume that the original space-time graph G is
connected over time period T . Note that to check whether a
space-time graph is connected over T , the simplest way is
running n rounds of breadth-first search (BFS), one from
each v0i to see whether they can reach all vTj for every j.
We further assume that for each link e 2 E there is a cost
cðeÞ, which is the energy cost associated with transiting a
message on that link. The total cost of a space-time graph
cðHÞ is the summation of costs of all links in H, i.e.,
cðHÞ ¼

X

cðeÞ:

(1)

e2H

pathPcH ðu; vÞ

is the path
Given the link costs, the least cost
from u to v in H with the minimum total cost. The total cost
P
of such path is denoted by cH ðu; vÞ ¼ e2P H ðu;vÞ cðeÞ, i.e., the
c
summation of all link costs along the path.

3.2

Reliability of DTN Topology Over Unreliable
Links
To consider the reliability of lossy wireless links or imperfect link predictions, we also define a reliable probabilityrðeÞ
for each link e 2 E, which represents the probability of a
successful data transmission over link e. The unreliability of
the spacial link could come from either link failure due to
lossy wireless signal or poor prediction of future links. For
each temporal link, it may also have a reliable probability
for successfully holding the data over one time slot. Failures
of a temporal link may come from buffer overflow or storage errors. However, such failures are seldom compared
with those of wireless transmission. Thus, it is fine that all
temporal links have perfect reliable probability (i.e.,
rðeÞ ¼ 1). Here, we assume that the reliable probability of
each link can be obtained through link estimation techniques at the link and physical layers [37] or mobility prediction techniques [38], [39]. Fig. 2a illustrates a simple spacetime graph with just two devices. The label of each link e is
a pair of cost and reliability, i.e., ðcðeÞ; rðeÞÞ. For example, in
!
the first time slot, the cost of spacial link v0a v1b is 3 and its reliability is 0:6. Given the reliability of each link, we can then
define the reliability of a path P or a structure H. In this
paper, two different types of reliabilities are considered for

DTN topologies: one for single-copy DTN routing, and the
other for flooding-based DTN routing.
In single-copy DTN routing, there is only one copy of
each message in the network. When a node with a message
meets other nodes, it just picks one node as the forwarding
node to relay the message or keeps holding the message.
Therefore, the resulting propagation path of a message is
basically a single space-time path in G. Given a path P ðu; vÞ
connecting nodes u and v, the reliability of P ðu; vÞ is the production of reliability of all links in that path. For example,
the path v0a ! v1a ! v2b in Fig. 2a has reliability of
0:5  0:8 ¼ 0:4. For a given routing topology H, we can
define the most reliable path PrH ðu; vÞ as the path from u to v
in H with the highest reliability. Let rH ðu; vÞ ¼ Pe2P H ðu;vÞ rðeÞ
r

be the reliability of path PrH ðu; vÞ. For example, between v0a
and v2b in Fig. 2a, v0a ! v1b ! v2b is the most reliable path with
reliability of 0:6  1:0 ¼ 0:6. Then the reliability of the topology H is defined as follows.

Definition 2. The reliability of a space-time graph H is the minimum reliability among all most reliable paths among each pair
of nodes ðv0i ; vTj Þ (i and j in ½1; n), i.e.,
rðHÞ ¼ min rH ðv0i ; vTj Þ:
1i;jn

(2)

The reliabilities of structures shown in Figs. 2a, 2b and 2c
are 0:36, 0:25 and 0:36 respectively. Notice that it is easy to
calculate rðHÞ given H by using any shortest path algorithms.
Hereafter, we call this type of reliability unicast reliability.
Empirical and analytical studies [40], [41] have shown
that allowing multiple copies propagation in DTN routing
can significantly improve the chances of successful delivery.
The simplest multi-copies DTN routing is flooding routing
or epidemic routing [15], [16], [42], where a node with a
message will relay it to every node it encounters. This type
of flooding-based routing protocols propagate the copies of
the message via multiple paths which leads to higher reliability. Therefore, we define a new type of reliability, broadcast reliability, as follows. For a given source-destination pair
u; v in H, the rH
B ðu; vÞ is the probability that a packet sent
from node u over the routing topology H reaches node v
under flooding-based DTN routing. To efficiently calculate
the pair-wise broadcast reliability is not an easy job. Actually, it is known that the computation of such reliability
over general graphs is a problem of NP-hard [43]. Fortunately, the space-time graph in our model is a very special
directed acyclic graph where all paths from the sources to
the destinations are T hops and there is not any loop. This
property allows us to compute the reliability rH
B ðu; vÞ efficiently by using dynamic programming. We will present
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such an algorithm in Section 6. With rH
B ðu; vÞ, the definition
of the reliability rB ðHÞ of H is straightforward and same as
equation (2). The broadcast reliabilities of structures shown
in Figs. 2a, 2b and 2c are 0:52, 0:25 and 0:4 respectively,
which are higher than or equal to their unicast reliabilities.

4

RELIABLE TOPOLOGY DESIGN PROBLEM

4.1 The Problem
We now can define the reliable topology design problem
(RTDP) on weighted space-time graphs as follows.
Definition 3. Given a connected space-time graph G, the aim of
RTDP is to construct a sparse space-time graph H, which is a
subgraph of the original space-time graph G, such that (1) H is
still connected over the time period T ; (2) the reliability (unicast or broadcast reliability) is higher than or equal to a predefined threshold g; and (3) the total cost of H is minimized.
Notice that generally speaking denser space-time topology leads to better connectivity and reliability but more
expensive in term of total cost. Therefore, the topology
design aims to find a topology with certain reliability guarantee while minimizing the cost. If the threshold g is a constant, the reliability requirement itself covers the basic
connectivity, since it is obviously a much stronger requirement than basic connectivity. Once again, we assume that
the original space-time graph G is connected and has reliability higher than g. Figs. 2b and 2c show two sub-topologies of Fig. 2a with different costs and reliability. Note that
these topologies are still connected over time, i.e., every
node can find a space-time path to any other node.

4.2 Hardness and Discussions
The newly defined topology design problem is different
with the standard space-time routing [29], [44], which only
aims to find the most cost-efficient space-time path for a
pair of source and destination. The topology design problem aims to maintain both cost-efficient and connected
space-time routing topology for supporting reliable DTN
transmissions between all pairs of nodes.
The topology design problem studied in our earlier work
[34] is a special case of RTDP, in which reliability is not considered and all links are assumed to be perfectly reliable.
Such unrealistic assumption makes the generated topologies by those methods unreliable in practice. For example,
consider the unreliable DTN shown in Fig. 2 and the
required reliability g is 0:3 . The structure constructed by
methods in [34] (as shown in Fig. 2b) has a smaller cost than
the one shown in Fig. 2c, but it fails achieving the desired
reliability.
The topology design problem over space-time graph is
generally harder than the one over a static graph. For a static
graph, a minimum spanning tree can achieve the goal of
keeping connectivity with minimal cost. However, simply
applying the spanning tree in each snapshot or over the
entire space-time graph is not a valid solution anymore. In
[34], we have already proved that the topology design problem over space-time graph without reliability requirement
is NP-hard by a reduction from the directed Steiner tree (DST)
problem [45]. Since such topology design problem is a special case of RTDP when g ¼ 0. Our RTDP is also NP-hard.
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Theorem 1. The newly defined reliable topology design problem on space-time graphs is NP-hard.
In RTDP, we only consider the connectivity from the first
time slot 0 to the last time slot T , i.e., packets are generated
at time 0. In reality, if a packet arrives in the middle of the
period T , it may not be able to reach the destination in the
end of T via the constructed topology. However, in many
time-evolving DTNs (such as the interplanetary space DTN
[11], [12], [13], the cyclic mobispace [46] or periodic sensor
networks [47]), the mobility process of network is periodic
and the routing is repeated. Thus, the delivery of packets is
still guaranteed in such cases. In addition, the reliable topology design problem studied here can be directly used for
low-duty-cycle sensor networks [48], [49], [50], since putting
sensor nodes into sleep periodically creates a time-evolving
and predictable topology.

5

HEURISTICS OF RELIABLE TOPOLOGY DESIGN
FOR SINGLE-COPY DTN PROTOCOLS

Since RTDP over space-time graphs is NP-hard, we now
propose five different heuristics to construct a sparse structure that fulfills the connectivity and reliability requirements over time for single-copy DTN routing protocols. The
first three heuristics are based on minimum cost reliable
routing, while the other two are based on greedy algorithms. For all algorithms, the inputs are the original graph
G and reliability requirement g  1, and the output is a subgraph H of G.

5.1 Heuristics Based on Min Cost Reliable Path
One natural idea to construct a low-cost reliable subgraph,
which guarantees the route reliability between any two
nodes over the time period T , is keeping all the minimum
cost reliable paths from v0i to vTj for i; j ¼ 1; . . . ; n in G. Here
the minimum cost reliable path connecting u and v, denoted
by PcrG ðu; vÞ, is the path with the least cost among all paths
between u and v which have reliability higher than or equal
to g. Obviously, if we can find such paths for every pair of
source and destination, the union of all of them satisfies the
reliability requirement of our topology design problem.
However, to find the shortest path with additional constrains in a graph itself is also a well known NP-hard problem, restricted shortest path problem [51], [52], [53].
Therefore, in this paper, we use one of the existing heuristics for restricted shortest path, backward-forward method
(BFM) by Reeves and Salama [54].
The basic idea of backward-forward method is quite simple. Assume we want to find a reliable path from s to t.
BFM first determines the least-cost path (LCP) and the most
reliable path (MRP) from every node u to t. It then starts from
s and explores the graph by concatenating two segments:
(1) the so-far explored path from s to an intermediate node
u, and (2) the LCP or the MRP from node u to t. BFM simply
uses Dijkstra’s algorithm with the following modification in
the relaxation procedure: a link uv is relaxed if it reduces
the total cost from s to v while its approximated end-to-end
reliability obeys the reliability constraint. The computational complexity of the BFM is basically three times that of
G
ðu; vÞ be the resulting path
Dijkstra’s algorithm. Let PBFM

1306

IEEE TRANSACTIONS ON MOBILE COMPUTING,

G
from u to v based on BFM. Notice that PBFM
ðu; vÞ is not optimal for restricted shortest path, i.e., not the minimum cost
reliable path connecting u and v in G. However, based on
simulation study by Kuipers et al. [55], BFM is one of the
most efficient methods among all existing methods, it has
small execution time and often generates good quality path
compared with the optimal.
With backward-forward method, our first heuristic
approach is to find a “minimum” cost reliable path for each
pair of source and destination and take the union of them to
form the subgraph which guarantees the overall reliability.
Algorithm 1 shows the detailed algorithm. Its time complexity is Oðn2 T ðlogðnT Þ þ nÞÞ since we only need to compute n2
minimum cost reliable paths of G (with OðnT Þ nodes and at
most Oðn2 T Þ links). This can be easily achieved by running
3n times of Dijkstra’s algorithm whose complexity is
OðnT ðlogðnT Þ þ nÞÞ. Hereafter, we refer this method as
union of minimum cost reliable path algorithm (UMCRP).

Algorithm 1. Union of Min Cost Reliable Path (UMCRP)
1:
2:
3:

4:
5:
6:
7:
8:

H
f; X ¼ fðv0i ; vTj Þg for all integer 1  i; j  n.
for all pairs ðv0i ; vTj Þ 2 X do
Find the “minimum” cost reliable path
G
PBFM
ðv0i ; vTj Þ in G using Backward-Forward
method.
G
if e 2 PBFM
ðv0i ; vTj Þ and e 2
= H then
H ¼ H [ feg.
end if
end for
return H

Algorithm 2. Greedy Algorithm with Min Cost Reliable
Path (GMCRP)
1:
2:
3:

4:
5:
6:
7:
8:
9:

H
f; X ¼ fðv0i ; vTj Þg for all integer 1  i; j  n.
while X 6¼ f do
Find the minimum cost reliable paths for every
pair nodes in X using BFM in G, and assume
PBFM ðv0i ; vTj Þ has the least cost among these paths.
if e 2 PBFM ðv0i ; vTj Þ then
H
e; cðeÞ
0.
end if
X
X  ðv0i ; vTj Þ.
end while
return H

However, the structure built by the above method may
contain more links than necessary. Therefore, we propose a
new greedy algorithm (as shown in Algorithm 2) to further
improve the performance. The basic idea is quite simple
and as follows. Initially, we need to connect n2 pair of nodes
in X. In each round we pick the minimum cost reliable path
between a pair nodes in X which is the minimum among all
minimum cost reliable paths connecting any pair of nodes
in X. Then we add all links in this path into H, clear the
costs of these links to zeros, and remove this pair from X.
This procedure is repeated until all pair nodes ðv0i ; vTj Þ are
guaranteed to be connected by reliable paths in H. It is clear

VOL. 14,

NO. 6,

JUNE 2015

that the output of this method is much sparser than the one
of UMCRP method. We refer this method as GMCRP. The
time complexity of this algorithm is OðTn5 þ Tn4 logðTnÞÞ
since in each round 3n times of Dijkstra’s algorithm are running on the space-time graph and there are n2 rounds.
The third method basically combines the least cost path
and the minimum cost reliable path. It includes two steps.
In the first step, we connect n2 pair of nodes in
X ¼ fðv0i ; vTj Þg for all integer 1  i; j  n by adding all of the
least cost paths between them. After this step, we have a
structure H which connects all pairs of ðv0i ; vTj Þ but may not
satisfy the reliability requirements yet. In the second step,
for each pair ðv0i ; vTj Þ, we calculate its reliability in H. If the
cost of rH ðv0i ; vTj Þ is less than g, we directly add the links in
the minimum cost reliable path between this two nodes in G
into H. See Algorithm 3 for detail. Hereafter, we denote this
method as LCP/MCRP. Both steps of LCP/MCRP need
n2  Oðn2 T ðlogðnT Þ þ nÞÞ time since they both run computation of shortest paths for Oðn2 Þ rounds. Therefore, the total
time complexity is Oðn4 T ðlogðnT Þ þ nÞÞ, same with the one
of GMCRP.

Algorithm 3. Least Cost Path or Min Cost Reliable Path
(LCP/MCRP)
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

H
f; X ¼ fðv0i ; vTj Þg for all integer 1  i; j  n.
for all pairs ðv0i ; vTj Þ 2 X do
Find the least cost path PcG ðv0i ; vTj Þ in G.
if e 2 PcG ðv0i ; vTj Þ and e 2
= H then
H ¼ H [ feg.
end if
end for
for all pairs ðv0i ; vTj Þ 2 X do
if rH ðv0i ; vTj Þ < g then
G
Add all links e 2 PBFM
ðv0i ; vTj Þ into H if e 2
= H.
end if
end for
return H

5.2 Greedy-Based Heuristics
Both the fourth and fifth algorithms are based on the same
greedy principle, deleting or adding edges in order and
checking whether the reliability is achieved or void.
The basic idea of the fourth method is deleting edges
from input graph (either the original graph G or the output
graph from the first two algorithms) in a decreasing order
is removed if without this
based on link cost. Link vti vtþ1
j
link the subgraph H can still achieve reliability of g.
Algorithm 4 shows the detail, we denote this algorithm as
GDL hereafter. The time complexity analysis is straightforward. The sorting could be done in Oðn2 T logðn2 T ÞÞ with
Oðn2 T Þ links. The for-loop includes n2 T rounds of computations of shortest paths. Thus, the time complexity of this
part is Oðn2 T  n2 T ðlogðnT Þ þ nÞÞ ¼ Oðn4 T 2 ðlogðnT Þ þ nÞÞ.
Therefore, total time complexity of GDL is also in order of
Oðn4 T 2 ðlogðnT Þ þ nÞÞ, which is much higher than those of
methods based on minimum cost reliable path. Notice that
since the outputs of our first two algorithms are much
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sparser than the original graph, if we use them as the input
of GDL it will save certain computation.

Algorithm 4. Greedy Algorithm to Delete Links (GDL)
1:
2:
3:
4:
5:
6:
7:
8:

H
G.
Sort all links in link set E of G based on their costs.
for all e 2 E (processed in decreasing order of costs)
do
if rðH  fegÞ  g then
H ¼ H  feg.
end if
end for
return H
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such problem is NP-hard in general graphs [43], the nice
loop-free property of our space-time graph model allows us
to compute the reliability very efficiently with a dynamic
programming algorithm. Basically, for any node vti in H, its
broadcast reliability from a source node s can be calculated
as follows:
Y

!
t
t1
t1 t
rH
ð1  rH
B ðs; vi Þ ¼ 1 
B ðs; vj Þrðvj vi ÞÞ:
!t
vt1
j vi 2H
H

The fifth algorithm is also a greedy algorithm but processes links in the reverse order compared with the fourth
algorithm. It starts from building a connected sparse structure and then adds more links into it to satisfy the reliability requirement. It also includes two steps. In the first step,
again we take the union of all least cost paths between
ðv0i ; vTj Þ for all integer 1  i; j  n as H. In the second step,
remaining links are processed in the increasing order of
is added to H if the current subgraph H
cost. Link vti vtþ1
j
cannot achieve reliability of g yet. See Algorithm 5 for
detail. Hereafter, we denote this method as GAL. The complexity of GAL is the same as the one of GDL
(Oðn4 T 2 ðlogðnT Þ þ nÞÞ) since the second step is almost the
same with GDL and the first step cost less time.

For example, in Fig. 2c, rB 2 ðv0a ; v2a Þ ¼ 1  ð1  0:5  0:5Þ
ð1  0:6  0:6Þ ¼ 0:52. Given the structure H, starting from a
source node, the dynamic programming algorithm can compute the broadcast reliability of all other nodes within time
of OðnT ðlogðnT Þ þ nÞÞ. Notice that the time complexity of
DP algorithm is the same with that of Dijkstra’s algorithm.
We use this DP as a building block in our two RTDP
heuristics.
Notice that with broadcast reliability, the union of minimum cost reliable paths or the union of most reliable paths
based on unicast reliability between all source-destination
pairs may not achieve the required broadcast reliability. In
addition, there is no effect algorithm to generate a multipath structure which can minimize the cost while guarantee
the reliability for a given source-destination. Therefore, the
only possible heuristics we have are two greedy based algorithms (Algorithm 4 and Algorithm 5). Both algorithms can
be used for broadcast reliability. The only difference is using
the DP algorithm to check the reliability of a topology.

Algorithm 5. Greedy Algorithm to Add Links (GAL)

7

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

6

H
f; X ¼ fðv0i ; vTj Þg for all integer 1
for all pairs ðv0i ; vTj Þ 2 X do
Find the least cost path PcG ðv0i ; vTj Þ in
if e 2 PcG ðv0i ; vTj Þ and e 2
= H then

 i; j  n.
G.

H ¼ H [ feg.
end if
end for
for all e 2 E but 2
= H (processed in increasing order
of costs) do
if rðHÞ < g then
H ¼ H þ feg.
end if
end for
return H

HEURISTICS OF RELIABLE TOPOLOGY DESIGN
FOR FLOODING-BASED DTN PROTOCOLS

In the above RTDP heuristics, we consider the unicast reliability of a topology for single-copy DTN routing protocols.
If multiple copies are allowed during the DTN propagation,
the reliability of the topology (the probability of success
DTN delivery over the topology) will increase. Therefore, in
this section, we study the RTDP heuristics under broadcast
reliability for flooding-based DTN protocols.
We first introduce a dynamic programming algorithm
(DP) to compute the broadcast reliability rH
B ðu; vÞ of a structure H for a given source-destination pair u; v. Even though

SIMULATIONS

We have conducted extensive simulations to evaluate our
proposed algorithms devoted to the RTDP problem over
random networks, a synthetic space DTN, and pocket
switched networks extracted from real tracing data. We
implement and test five proposed algorithms (UMCRP
(Algorithm 1), GMCRP (Algorithm 2), LCP/MCRP (Algorithm 3), GDL (v 4), and GAL (Algorithm 5)), and three
existing topology algorithms (ULCP, GrdLCP, and
GrdLDB) from [34], which maintain the connectivity over
time but cannot guarantee the reliability. Here, ULCP is the
union of least cost paths from v0i to vTj for i; j ¼ 1; . . . ; n,
while GrdLCP and GrdLDB are greedy algorithms which
add either the least-cost path or the least-density bunch in
each round to connect nodes from v0i to vTj until all pairs are
connected. We use them as the references to our proposed
methods since they are the only existing topology solutions
for time-evolving networks. In all simulations, we take three
metrics as the performance measurement for any algorithm
devoted to reliable topology design problem:


Total Cost. The total cost of the constructed
P topology
H (output of the algorithm), i.e., cðHÞ ¼ e2H cðeÞ.
 Total Number of Edges. The total number of edges in
H, i.e., jHj. Here, jGj denotes total edge number of G.
 Reliability. rðHÞ ¼ min1i;jn rH ðv0i ; vTj Þ, which could
be either unicast or broadcast reliability.
The objective of our topology design methods is to efficiently construct topology structures with small total cost,
small edge number and higher reliability.
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Fig. 3. Simulation results on random networks with different density and g ¼ 0:6. (a)-(b): The cost (or edge number) of H is divided by the cost (or
edge number) of G, which illustrates how much saving achieved by the topology design, compared with the original network. (c): The reliability rðHÞ
shows the unicast reliability of H.

7.1 Simulations on Random Networks
The underlying time-evolving networks are randomly generated from random graph model. We first generate a
sequence of static random graphs fGt g with 10 nodes
(n ¼ 10), spreading over 10 time slots (T ¼ 10). For each
time slot t, the static graph Gt is generated using the classical random graph generator. For each pair of nodes vi and
vj , we insert edge vi!
vj with a fixed probability d into Gt .
Small value of d leads to a sparse DTN, and d ¼ 1:0 implies
that the topology in each time slot is a complete graph. After
generating fGt g, we convert it into its corresponding spacetime graph G with nðT þ 1Þ nodes. We check the connectivity of G and only use those connected graphs for our simulations. The cost and reliability of each inserted edge are
randomly chosen from 1 to 50 and from 0:8 to 1, respectively. Then we perform proposed topology design algorithms on G. For each setting, we generate 100 random
networks and report the average performance of topology
design algorithms among them.
Topology design with unicast reliability. For the first set of
simulations, we increase the network density by rising d
from 0:2 to 0:8, and keep reliability requirement g at 0:6.
Figs. 3a and 3b show the ratios between the total cost/number-edges of the generated graph H and that of the original
graph G when d increases. This ratio implies how much saving achieved by the topology design algorithm, compared
with the original network. From the results, all algorithms
can significantly reduce the cost of maintaining the connectivity. Even with the least density (d ¼ 0:2), all algorithms
except for GAL can save more than 70 percent cost and
around 65 percent edges. When the network is denser, the
saving of topology design is larger. For d ¼ 0:8, more than
85 percent cost is saved. Comparing all methods, we can
find the following observations. (1) ULCP, GrdLCP, and
GrdLDB have the least costs since they only guarantee the
connectivity while other proposed algorithms guarantee the
reliability as well; (2) GAL has the largest cost due to simply
adding many low-cost links; (3) GMCRP achieves smaller
cost than UMCRP since it reuse some links in previous
rounds; (4) LCP/MCRP’s cost is between ULCP’s and
UMCRP’s since it combines both LCP and MCRP; (5) Overall, GDL and GMCRP have the best costs among the proposed five methods. Fig. 3c shows the reliability of each
structure generated by all methods. Hereafter, we also

include the reliability of the original graph G (without any
topology design algorithms) with the label of G in all of our
results. Clearly, ULCP, GrdLCP, and GrdLDB are the only
algorithms that cannot satisfy the reliability requirement
g ¼ 0:6. Recall that they only maintain the connectivity over
time. All other five algorithms can always achieve the
desired reliability, and they have very close performance in
term of reliability. But considering their costs, GDL,
GMCRP, LCP/MCRP are better choices. When G is sparse
(e.g. d ¼ 0:2), its reliability is just over 0:6. In that case, our
proposed algorithms remove around 70 percent edges but
still keep the reliability at the desired level. This clearly
demonstrates the power of topology design.
In the second set of simulations, we fixed the network
density d ¼ 0:5 and run our algorithms with different values of reliability requirement g increasing from 0:3 to 0:6.
From results shown in Fig. 4, we can observe that tighter
reliability requirement results in higher cost and larger
number of edge-usage of our topology algorithms. When
the reliability requirement becomes looser, the restriction
on removing links becomes weaker. In the extreme case
with g ¼ 0, our RTDP problem converges to the basic
topology design problem [34] which only preserves the
connectivity. Notice that the performances of ULCP/
GrdLCP/GrdLDB are not affected by the reliability
requirement. In addition, GAL performs better when the
reliability requirement is weak.
Topology design for broadcast reliability. We also implement
the dynamic programming algorithm to compute the broadcast reliability, and test the performances of GDL (Algorithm 4), GAL (Algorithm 5), ULCP, GrdLCP, and GrdBDP
on random networks. Similarly to previous experiments, we
perform two sets of simulations. Fig. 5 shows the results
when we increase d from 0:2 to 0:8 and keep reliability
requirement g at 0:9. Fig. 6 shows the results when we
increase broadcast reliability g from 0:3 to 0:9 and keep d at
0:5. From these results, it is obvious that both GDL and
GAL can guarantee the reliability, but GDL is more efficient
in term of cost. Compared with unicast reliability, fewer
links and lower cost are needed to achieve the same level of
reliability. Since ULCP, GrdLCP, and GrdLDB have similar
performances over all experiments, hereafter, we will only
report result from ULCP as the reference for our proposed
methods.
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Fig. 4. Simulation results on random networks with fixed network density d ¼ 0:5 and varying reliability requirement g.

Fig. 5. Simulation results based on broadcast reliability on random networks with different density and g ¼ 0:9.

Fig. 6. Simulation results on broadcast reliability on random networks with network density d ¼ 0:5 and varying reliability requirement g.

Results and running time on larger networks. So far, we only
try our algorithms with a small scale network with 10 nodes
and over 10 time slots. With the increase of the number of
nodes n and the length of time period T , the proposed algorithms need much longer time to find solutions. Hereafter,
we denote the running time of each algorithm as the total
time to generate the output topology H. Due to the hardness
of the proposed RTDP and the complexity of space-time
graph itself (with OðnT Þ nodes and possible Oðn2 T Þ links),
it is challenging to find efficient algorithms to achieve good
performance over large-scale networks. To accelerate the
running time of proposed methods, we further optimize the
implementations of these algorithms. The basic ideas
include (1) caching the results from previous calculation of
shortest paths to avoid redundant running of Dijkstra’s
algorithm; (2) caching the relationships among links and

reliable paths so that greedy-based heuristics can check
only a subset of links or paths; (3) adding and deleting links
in batches. Figs. 7 and 8 show the results of our algorithms
over larger random networks with 50 nodes and 50 time
slots (i.e., around 2; 500 nodes in the G) for unicast reliability
and broadcast reliability, respectively. All other parameters
are kept the same as previous experiments. Here, we do not
include the ratios of edge numbers since they have the same
trends with the ratios of total costs. It is clear that all conclusions from the experiments over small random networks
are still valid. In term of running time, GAL and ULCP run
most fast. It is interesting to see that GDL uses significantly
longer time than GAL and ULCP especially for denser networks, even though the time complexities of GDL and GAL
are at the same level. This is mainly because it iterates
almost all links in G in decreasing order of costs until the

1310

IEEE TRANSACTIONS ON MOBILE COMPUTING,

VOL. 14,

NO. 6,

JUNE 2015

Fig. 7. Simulation results on unicast reliability on larger random networks (n ¼ 50 and T ¼ 50) with different density and g ¼ 0:6.

reliability requirement cannot be satisfied. All MCRP
related methods need the most time since solving the minimum cost reliable path problem itself is a very challenging
task. We also perform simulations on networks with different settings (various reliability, density, size and time
length). The results and conclusions are similar, thus they
are omitted here due to space limit.

7.2

Simulations on a Space DTN for Mars
Exploration
Space DTNs (also called interplanetary Internet) [11], [13],
[56] have been widely accepted among research community
and space agencies, worldwide. Several space DTN testbeds
and platforms have been implemented and tested recently,
such as NASA JPL’s Deep Impact Networking Experiment
[57] or ESA’s DTN testbed deployment project [58]. In space
DTNs, the network has intermittent connectivity among
multiple satellites, landed rovers, or spacecrafts but all of
their trajectories and orbits are predetermined, thus communication opportunities are predictable and time-evolving
topology is known a priori. On the other hand, the energy
sources of satellites or landed rovers entail solar energy,
which becomes very limited considering such a system travels farther away from the Sun or is shadowed (sunlight is
blocked) for long periods for planet orbiting platforms. The
level of power availability is a critical factor on the performance of space DTNs. To save energy, it is important and
efficient to carefully plan the topology of the DTNs by limiting the communication links.
In this experiment, we consider a synthetic space DTN
for Mars exploration. Space DTNs for Mars exploration

have been studied in [12], [59]. It is well-known that relay
communication via Mars-orbiting satellites (spacecrafts)
offers significant advantages relative to conventional
direct-to-Earth communications. Several NASA’s or ESA’s
Mars orbiters (such as Mars Reconnaissance Orbiter
(MRO), Mars Odyssey Orbiter, and Mars Express (MEX))
have been used to support the landed Mars rovers (such as
Spirit and Opportunity rovers). Fig. 9a shows the Mars
DTN relay network, which has been used [12], [56]. Here,
we have two landed rovers which rely on three Mars orbiters to relay data packets to three deep space network
(DSN) ground stations (Canberra, Goldstone, and Madrid).
As in [12], [56], we assume that the landed rovers do not
directly communicate to Earth and the orbiters do not have
cross-links. Therefore, all possible communication links in
this network is shown in Fig. 9b, which form the network
topology among all nodes. Since all Earth ground stations
can be connected to each other via Internet, we can use a
virtual node to replace them, as in Fig. 9c. We directly use
the parameters from [12], [56], [59]. For example, Odyssey
and MRO (v3 and v4 ) need 2 hours to complete a total orbit
around Mars, while MEX (v5 ) uses 6 hours. Thus, rovers v1
and v2 can have a spacial link with v3 and v4 every two
time slots (each time slot with one hour length), while
have a link with v5 every 6 hours. In Fig. 9c, we show a
space-time graph with T ¼ 6. Since the three DSN ground
stations are located approximately 120 degrees apart on
Earth, they can provide at least one link for each time slot.
We assume that the links between rovers and orbiters (red
links in the figure) have reliability of 0:999 and cost of 1;
the links between orbiters and Earth stations (blue links in

Fig. 8. Simulation results on broadcast reliability on larger random networks (n ¼ 50 and T ¼ 50) with different density and g ¼ 0:9.

LI ET AL.: RELIABLE TOPOLOGY DESIGN IN TIME-EVOLVING DELAY-TOLERANT NETWORKS WITH UNRELIABLE LINKS

1311

Figs. 10a and 10b show the simulation results over this
space DTN for unicast and broadcast reliability, respectively. For the unicast case, clearly GMCRP and GDL can
significantly reduce the total cost of the DTN, even less than
the ULCP. All proposed method can satisfy the reliability
requirement, except for ULCP. For the broadcast case, GDL
can achieve the best ratio of total cost (less than 30 percent),
while both GDL and GAL can satisfy the reliability requirement. All these conclusions are consistent with those in the
experiments over random networks. This experiment also
confirms the efficiency of our proposed algorithms in a realworld application.

Fig. 9. A time-evolving space DTN for Mars exploration: (a) the possible
relay links of the two Mars rovers to the ground stations; (b) the corresponding network topology with time-varying links; (c) the corresponding
space-time graph G, where three ground stations are merged to a single
node. Here we use red links to denote the links between the rovers and
relay orbiters, while use blue links to denote the links between relay
orbiters and the ground stations.

the figure) have reliability of either 0:95 or 0:99 (randomly
picked) and cost of 2; the remaining temporal links and
links among ground stations (black links) have perfect reliability and zero cost. Once again the reliability settings are
from [12], [56], [59].

Fig. 10. Simulation results on the space DTN network.

7.3 Simulations on Real-World DTN Tracing Data
Last, we test the proposed methods over a real-world
wireless tracing data. Particularly, we select a data set
from the Cambridge Haggle data set [35]. In this data set,
connections among 78 mobile iMote Bluetooth nodes carried by researchers and additional 20 stationary nodes are
recorded over 4 days during IEEE Infocom 2006. In our
simulations, we only consider the 78 mobile nodes and the
first half of the period in the tracing data. We divide the
time period of the tracing data into 20 time slots. For each
time slot t, if there is a contact trace which is overlapping
with this slot, we add a spacial link between the two corresponding nodes in Gt . For each round of simulation, we
extract a slice of the network which contains 10 mobile
nodes. Once again, we check and make sure that the generated space-time graph G is connected over the period of 20
time slots. Costs and reliability probabilities are randomly
generated from 1 to 50 and 0:8 to 1:0 respectively for both
spacial and temporal links. Then our topology design algorithms are performed over these 10-node DTNs. In our
simulation, 14 rounds of simulations are conducted and
average measurements are plotted in Fig. 11. And the reliability requirement g is set to 0:15 and 0:4 for unicast and
broadcast cases respectively. The same conclusions can be
drawn from these results: (1) all algorithms can reduce the
cost remarkably (more than 75 percent) except for GAL;
(2) ULCP uses the least cost among all methods but cannot
satisfy the reliability requirement; (3) all the other methods
can satisfy the reliability requirement; (4) topologies with
similar amount of cost or links can achieve higher reliability by using flooding-based methods than single-copy
methods.
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Fig. 11. Simulation results on networks from Cambridge Haggle [35] tracing data. Results are averages over 14 small networks.
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CONCLUSION

We study reliable topology design problem in a predictable
time-evolving DTN with unreliable links modeled by a
probabilistic space-time graph. We first show that it is NPhard, then propose a set of heuristics which can significantly reduce the cost of topology while maintain the connectivity and reliability of paths over time. Simulation
results from random networks, a synthetic space DTN, and
real-world tracing data demonstrate the efficiency of our
methods. We believe that this paper presents the first step
in exploiting topology design for time-evolving DTNs with
unreliable links.
The topology design problem defined in this paper and
our proposed algorithms have several limitations and weaknesses. (1) in our problem, the connectivity and reliability are
only considered for a fixed time period T ; (2) we still assume
that the predictions of future links and their reliabilities are
feasible, which limit the application of this problem to certain
DTNs; (3) here we mainly consider the connectivity and reliability of the constructed topology, however, removing links
may hurt the performance of communication protocols (such
as routing). Thus it is interesting to conduct a study of the
tradeoff between the cost saving for our design and the
reduction of network performance. We leave such study as
one of our future works. Other possible future works
include: (1) design more efficient algorithms with lower complexity to achieve reliability over space-time graphs; (2)
investigate how to adapt the constructed structure to unexpected changes in the network such as node failures.
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