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Abstract—Modern enterprises collect, process, and analyze
security data from various system and network logs. Previous
studies show that, handling large security datasets and detecting
anomalies from those are key challenges faced by most of
todays’ enterprises. Unfortunately most security professionals are
inexperienced at performing data analysis. In this paper, we study
published works analyzing one publicly accessible log dataset
(Sandia Dataset) published by Los Alamos National Laboratory.
We evaluate their data analysis methodology as well as results
and found significant flaws in most analysis methodologies.

I. INTRODUCTION

A lot of research has been published on methods to analyze
security log data. Cisco’s survey on 200 IT and cybersecurity
professionals with knowledge and/or responsibility of network
security and analytics at their respective organizations shows
around 72% of organizations think network security moni-
toring has become more difficult and challenging over the
past two years because of increase in network traffic, malware
volume, and new evasion techniques to evade existing defense
systems. There are also challenges like, network blind spots,
communication gaps between security and operations teams
in large organizations, and timely data collection issues as
mentioned by large corporations [1].

Zuech et al. [2] addressed big data technologies as a solution
to manage these big heterogeneous security data. They specif-
ically discussed Data Fusion, using Hadoop technologies in
Heterogeneous Intrusion Detection Architectures, and current
state of Security Information and Event Management (SIEM)
systems to minimize security data analysis challenges. Their
work also showed how correlating security events across
heterogeneous data sources can enhance cyber threat analysis
and cyber intelligence.

An empirical study on log analysis [3] discussed the utility
of log analysis in various fields. Though there are lots of chal-
lenges working with logs because of heterogeneous formats
[4], [5], logs are used to understand system behaviors [6], [7],
detect faults and flaws in system [8], mark system vulnerabili-
ties [9], understand relationships among network entities [10],
modeling and predicting user behaviors in a system [11], [12],
finding insider threats [13], and drive simulation of systems
[14]. There are various techniques available for log analysis
such as, event and host clustering [15], [10], anomaly detection

[16], [17], [18], [19], [20], visualization [21], dependency
mining [22], and data extraction [23]. According to a SANS
Institute survey on threat hunting, existing security data ana-
lytics techniques include basic search, filtering, behavior based
analysis, visualization and reporting, statistical modeling, ma-
chine learning, and Bayesian inference from the logs [24].

Teaching and research on log analysis in universities is
challenging due to shortage of real-world log datasets for
research studies as most of the existing datasets available (e.g.,
DARPA, KDD99, University of New Mexico Dataset, IES,
etc.) were generated many years ago [2], [25], [26]. However,
according to Zuech et al. [2], it is evident that most of the
researches are still using those decade old faulty data sets for
these kind of log analysis studies. The reason is simply lack
of available quality datasets.

In 2015, Los Alamos National Laboratory published multi-
ple log datasets named “Comprehensive, Multi-Source Cyber-
Security Events” which is also known as Sandia Dataset
[27]. This dataset includes separate files for authentication,
process logs on various computers, DNS, netflow logs along
with validated anomalies detected by their red Team [28].
In this paper, we perform a meta study of eight published
papers reporting analysis of the Sandia dataset. Our goal is to
critically analyze their research methods given known flaws
in the Sandia dataset [28]. This paper can be used also for
teaching log analysis at universities.

The remainder of this paper is organized as follows. Section
II provides an overview of the Sandia Dataset [27] along with
previous studies with the dataset published by Los Alamos
National Laboratory [28]. In Section III, we present the
detailed analysis for each work. Finally, section IV concludes
this work with discussion on current research methodologies
for log analysis.

II. OVERVIEW OF PREVIOUS WORKS

A. Dataset Overview

The publicly available dataset Comprehensive, Multi-Source
Cyber-Security Events is released by Los Alamos National
Laboratory [27]. This data includes 5 different data tables:
authentication, process, DNS, flows (also known as netflow)
and red team. A brief description of the overall dataset is given
here [27]. However, here in this section we will provide some
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TABLE I
BASIC STATISTICS FOR DIFFERENT DATASET

Datasets No. of events No. of source No. of destination
recorded computers computers

Authentication 1, 051, 430, 459 16, 230 15, 895
Process 426, 045, 096 11, 960 N/A
Flows 129, 977, 412 11, 154 8, 711
DNS 40, 821, 591 15, 013 13, 776
Red team 749 4 301

basic statistics of individual data tables along with high level
analysis to visualize some of the existing flaws in the dataset.
Figure 1 shows a timeline analysis of different data table while
Table I depicts a summary statistics of five datasets on number
of events, number of unique source and destination computers.

Fig. 1. Timeline of different dataset

The Los Alamos National Laboratory has collected the data
from internal network and described their experiences [28].
However, the dataset is not integrated properly over the 58
days period as there are misconfiguration and data collection
issues in the network [28], [27]. For the DNS table, only one
out of three DNS servers was working properly till day 27 for
collecting DNS query records, and the invalid configuration
were corrected on day 27 as they mentioned [28]. Figure 2
shows a clear picture of how distribution of DNS queries
changes significantly from day 28 after the reconfiguration.
Besides, at day 29, a misconfiguration of the internal network
routers completely stops the collection of network flow data as
reported by [28]. But from our analysis it seems we get netflow
data till day 35 and then it stops completely as shown in figure
1 (in green). Additionally, red team data is only available from
day 3 to day 29. We also know that collecting data from real
time servers and systems is very challenging and data integrity
issues may be unavoidable as data collection may never be
perfect in real world [29]. Thus, researchers who use these
datasets must be vigilant enough to identify flaws and use
only valid data in research to get viable results.

B. Summary of Previous Results

Table II shows a summary of our analysis of all the
related papers those have analyzed different tables of Sandia
Dataset using different techniques to address various research
problems.

III. DETAILED CRITICAL ANALYSIS OF PREVIOUS WORKS

In this section we provide a critical survey of eight papers
reporting work related to the Sandia Dataset involving differ-

Fig. 2. DNS query distribution over 58 days in LANL’s internal network

ent approaches to solve various problems such as, anomaly
detection, behavior analysis, and finding relationships among
network entities. Rest of this section introduces each paper
with research goals, techniques applied, dataset used, method-
ologies, results, future works along with our analysis.

A. Topic Modeling of Authentication Events in an Enterprise
Computer Network [30]

Goal: Detecting misuse of legitimate credentials by moni-
toring network traffic patterns using topic modeling.

Techniques: In this work they have used Latent Dirichlet
allocation (LDA) analysis [32] which is one of the key topic
modeling techniques in text mining. They used LDA modeling
on computer network traffic data for finding the number of
users present in the network.

Datasets: They have used authentication table from Sandia
dataset [27].

Methodology: They considered User-Computer (here
‘User’ is source computer and ‘Computer’ is destination
computer) connections in authentication table as bipartite
graph. They defined each unique ‘destination computer’ as
a separate word which is the basic unit of their vocabulary.
A day in authentication table is considered as a document
which is a collection of words. Finally, they have a corpus
of documents after certain number of days in authentication
records. However, one of their key assumption is that they
observed all weekend and night time activities as automated
traffic. By this assumption, they identified 3 suspect users (e.g.,
considered as human) with no activity in weekends while they
were also inactive in some weekdays. These 3 users sample
generated 27 days of data where they have authentication
activities with 42 different destination computers as the authors
mentioned. These 27 days served as the documents for LDA
while the vocabulary size is 42. Then they applied LDA
model for 3 topics (each ‘User’ is a topic) to see if they can
differentiate different user’s activity with this technique.

Results: The authors concluded their result as LDA model
successfully clustered documents for the three users into three
separate groups of nine documents. They also stated that the



TABLE II
SUMMARY ANALYSIS OF PAPERS WORKED WITH SANDIA DATASET

Paper Goal Dataset Used Techniques Their Research
Findings

Our Analysis

[30] Detecting misuse
by legitimate
credentials

Authentication LDA model Positive Input data validation is missing, un-
realistic assumptions, may not be
applicable in real-world, unvalidated
results

[16] Anomaly detection Authentication,
netflow, red team

Regression based model Positive Input data validation is missing, un-
realistic assumptions

[10] Similarity among
network entities

Netflow Clustering analysis Non-conclusive May not be scalable in real-world,
unvalidated results

[17] Anomaly detection Authentication, red
team

Probability based model Positive Research methodological flaws, in-
put data validation is missing

[18] Anomaly detection Netflow, red team Correlation based statisti-
cal model

Positive Input data validation is missing

[21] Anomaly detection Authentication, red
team

Visualization Positive Input data validation is missing, im-
portant results information are miss-
ing

[20] Anomaly detection Authentication,
process, red team

Probabilistic
recommender system

Qualitative results Input data validation is missing,
questions in research methodology

[31] Unusual connectiv-
ity in networks

Netflow Spectral analysis Positive Input data validation is missing, un-
validated results

method was able to discover individual users separately as
topics from a topic modeling aspect.

Future Directions: In future the author wants to extend
the analysis for larger number of users but they mentioned that
complexity of the system would increase significantly with the
increase of users.

Critical Analysis: They discussed weekdays and weekends
activities from authentication events but they have not men-
tioned how did they differentiate those activities. Given that,
the publishers of Sandia Dataset [27] already mentioned “spe-
cific timeframe used is not disclosed for security purposes” it
is not clear how can we distinguish weekdays activities from
weekend activities without differentiating them in the begin-
ning. Again, they assumed all night and weekend activities as
automated traffic which may not be true as legitimate users as
well as bad guys may use the system in weekends and at night
times which will go undetected by their approach. Again, they
assumed a correct number of topic is already known which is
unrealistic in real world scenario.

B. Activity-based temporal anomaly detection in enterprise-
cyber security [16]

Goal: They proposed an anomaly detection technique to
distinguish ‘abnormal’ behaviors from ‘normal’ ones.

Techniques: The authors proposed a regression based
anomaly detection method as a complement to existing sig-
nature based techniques and rank anomalies for intensive
analysis.

Datasets: They used authentication, netflow and red team
tables from the dataset [27]. For authentication data they have
considered user-user and user-computer interactions while for
flow data they considered each record as a computer-computer
interaction.

Methodology: At first they collected seven days of data
and created continuous bins for every 5 minutes of data. They
took into considerations of weekdays and weekends in their

calculations. They measured how anomalous a particular bin
is, in terms of deviation from the ‘normal’ behavior known
from historical data. They used first 7 days as training data for
the regression based prediction model to compute a anomaly
score for each bin in the next three days (used as test data).

Results: The author reported that the bin with second most
anomalous score seems to be associated with red team activity
in the dataset. The author stated these results as a successful
regression based anomaly detection mechanism. They also
indicated three more bins linked with red team activity in the
top ten list.

Future Directions: The author reported the improvements
to the statistical models and creating streaming version for
real-time anomaly detections as their future works.

Critical Analysis: They did not consider the whole dataset
of 58 days. They only took a subset of first 10 days (7 days
training, 3 days as test data) of the dataset without validating.
They also did not mention how they differentiated weekdays
data from weekends as the data is initially anonymized by
LANL [27]. Again, to fit models, they excluded users with
only single event logs which may not be true in real world
scenarios and help bad guys to evade their detection system.

C. Uncertainty aware clustering for behaviour in enterprise
networks [10]

Goal: The author proposed a novel technique for exploring
similarity relationships among network entities.

Techniques: To reduce the behaviors of an entity to a
small set of statistical parameters the author used statistical
models. Then, they applied cluster analysis on challenging
heterogeneous network dataset.

Datasets: The author used the netflow dataset [27] in this
work. However, they only considered 43 unique edges (pair
of source and destination computers) from the first 21 days of
netflow dataset.



Methodology: Their statistical modeling approach to de-
scribe an edge will reduce different length time series to a con-
stant length which helped to apply standard clustering analysis
of network entity behaviors. They calculated a score for each
edge with a Vector Auto-Regression (VAR) model [33] based
on duration, byte-load and inter-arrival time of edges. Then
they acquired a similarity matrix using the similarity measure
for all pairs of edges and tried to cluster edges with ward’s
method of hierarchical clustering [34]. They also considered
the uncertainty corresponding to VAR coefficient estimates in
the clustering process by a dissimilarity measure technique
defined in [35].

Results: The dataset they worked with contained 52 unique
devices (42 source and 11 destination computers). The results
of the experiment showed that each set of edges have diverse
amounts of traffic with a mean, minimum and maximum
of 249, 41, and 636 events respectively. However, in the
end the author was non-conclusive about finding malicious
activities with these clustering techniques as there are various
explanations for normal operation.

Future Directions: As part of future study the author
indicates that this clustering method can be applied to devices
or other entities, for example, collections of nodes or edges to
see the relationship changes instead of considering only edges.

Critical Analysis: The author mentioned about considering
a subset(first 21 days) of whole dataset. The reason behind this
as they mentioned is significant failure of data collection in
later days [27], [28]. However, they only picked a subsample
of 43 edges to minimize the complexity of simulations which
may create questions for their methods implication on real-
world heterogeneous enterprise network data. Finally, their
result is non-conclusive and author shows no evaluation to
validate their results.

D. Network-wide anomaly detection via the Dirichlet process
[17]

Goal: The author proposed a probability-based technique
for detecting abnormal connectivity behavior within a com-
puter network.

Techniques: They used statistical probabilistic model for
anomaly detection and rank malicious source computers for
further investigation.

Datasets: They have used the authentication and red team
dataset published by Los Alamos National Laboratory [27].

Methodology: Their hypothesis is that there are many
destination computers with small number of source computers
connecting to them and unusual connections to those machines
are apparently seen as potential threats. Their approach gen-
erates directed graph using authentication events. Then used
Dirichlet process [36] for modeling P-values of nodes. They
used some scoring technique to score anomalousness of nodes
and edges. Finally, they used Hadoop mapreduce [37] for
minimizing the complexity to handle 58 days authentication
events and rank over 16,000 source computers.

Results: The result shows that their approach ranked the
computer C1769, a red team malicious computer, ranked fifth

out of 16,230 with a p-value of approximately 3 × 10−4.
Additionally, the author reported that another known red team
source computer, C18025, ranked 95𝑡ℎ with p-value 0.006.
They pointed these 2 detection as validation of their algorithm.

Critical Analysis: They considered whole 58 days dataset
of authentication events. As we can see from figure 1 that the
timeline of authentication data is complete. Hence it will not
affect their results. However, they have not discussed any input
data validation strategies in their research methodology.

E. Correlation-based Streaming Anomaly Detection in Cyber-
Security [18]

Goal: Author proposed a procedure to detect anomalies on
individual edges of the network graph.

Techniques: They tried to generate graphs from network
flow events and then apply statistical model.

Datasets: They have used flow and red team table from the
dataset [27]. However, they only considered the first 3 days
snapshot into their calculations.

Methodology: They sketched a two stage procedure, named
SCAD(Streaming Correlation based Anomaly Detection) to
correlate each pair of edges. A computer network is modeled
as a directed graph where each edge directed from source to
destination computers. Then, they calculated the p-values for
each transformed correlation estimate and used those score for
calculating anomalousness of an event at a given time.

Results: The author reported that they could not detect any
red team labeled anomalies using their method in their 3 days
window.

Future Directions: The author mentioned that similar ap-
proach can be applied to other dataset such as, authentication
dataset.

Critical Analysis: They did not discuss data validation
process in their approach as we already know netflow dataset
has missing records [28]. Again, in data preparation part, they
have mentioned that they considered first 3 days of netflow
data and stated these 3 days contain “over 20% of the Netflow
events that occur during the 57 day period of the original data
set”. However, at day 29, a misconfiguration of the internal
network routers completely stops the collection of network
flow data as discussed in [28]. Moreover, from figure 1, we
can see no flow events recorded after day 35 in the dataset.
So, this means the author did not validated the timeline of
flow dataset which might have affected their research results.

F. Detecting Malicious Logins in Enterprise Networks Using
Visualization [21]

Goal: The author proposed a visualization tool, APT-
Hunter, by which analysts can observe malicious activities and
detect malicious logins.

Techniques: APT-Hunter helps security analysts to apply
their knowledge to discover malicious logins inside an enter-
prise network.

Datasets: They used authentication table for login events
and red team table to evaluate their results. They reported
that the dataset contains 1.05 billion logins, with about



12,000 users and 18,000 computers on 58 consecutive days
of anonymized data. They also partitioned the login events
into days and considered only those login events that happen
more than 10% of the days to form the model.

Methodology: Advanced Persistent Threats (APT) attacks
mostly evade a network by stealing legitimate credentials
which is hard to detect by available signature-based anti-virus
technology. APT-Hunter is designed to detect this kind of
attacks. the tool is basically composed of two components:
login processor & aggregator and pattern matcher. APT-
Hunter aims to detect the anomalous login of four types:
source change, destination change, user change, and source
& destination & user change. By targeting any specific known
malicious source computer, an analyst is able to interpret
all events from that source computer as malicious using the
pattern matcher feature.

Results: The author reported that after introducing APT-
Hunter and providing a 30 minutes training on the usage of
its features, two participants were able to detect 349 out of
749 read team flagged malicious logins using APT-Hunter. The
average number of false positives rate observed is 0.005% of
all the logins in the dataset.

Future Directions: In future experiments APT-Hunter
should involve more participants as the author mentioned.
They also indicated to include more features to detect more
variants of attacks.

Critical Analysis: Since authentication table is complete,
it is fine for them to use the login events from authentication
table. However, they have not discussed any data validation
before they use and APT-Hunter itself does not have this
functionality either. Again, they have not mentioned how much
time those two users needed to find those anomalies.

G. Poisson Factorization for Peer-Based Anomaly Detection
[20]

Goal: They proposed a probabilistic recommender system
for peer-based anomaly detection.

Techniques: The author used a Poisson factorization model
based recommendation system [38] to find anomalies from
process dataset and validate results with red team table [27].

Datasets: They have used authentication, process, and red
team table of Sandia dataset [27].

Methodology: They basically analyzed two features of user
behavior. First, the process invoked by the user and second,
the computers on which users authenticated. They generated
a matrix from number of times a user invoked a process or
authenticate a machine. Then, the data was further modeled by
a k-dimensional Poisson factorization model [38]. At last, a
recommendation system was built to determine if the observed
process-machine pairs are considered normal with respect to
the model learned over some training period.

Results: The author reported that precision for users who
are least active is worse than users with a higher activity level
and the precision performance is better for recommending
process events than authentication events. They also stated

that they successfully detected red team labeled events with
their approach.

Future Directions: The author stated that similar method
could also be applied to netflow data and then all the results
for each dataset could be combined to determine the malicious
network events.

Critical Analysis: In this work author have not validated
their data before using. They also have not mentioned which
part of the original data to be considered as test and training
dataset for modeling. But they have mentioned that their test
data lies in the same time-frame when red team exercise was
done. From our analysis of Sandia Dataset, we have found
that the red team exercise is done within the first 29 days
as shown in Figure 1. which may raise an eyebrow on their
research methodologies as test data period must be earlier than
the training data period.

H. Disassortativity of Computer Networks [31]

Goal: The author proposed techniques to show how Big data
analytics for detecting unusual connectivity in an enterprise
network can be improved.

Techniques: They have tried to show LANL netflow events
[27] as graphs and used spectral analysis to show that connec-
tivity does not imply as similarity in computer networks which
they defined as disassortativity.

Datasets: They have used the netflow dataset from [27].
Methodology: At first the authors drew network flow events

in graphs to show the connection differences among computers
observed over one-minute and five minutes. Each graph is
undirected, simple graph and could be denoted as a adjacency
matrix. Spectral analysis was then applied on these matrices
to draw out strong evidence of disassortative behavior.

Results: The author reported that by taking disassortivity
into consideration, strong improvements have been shown in
predicting new connections in a network.

Future Directions: They stated that this technology could
be combined with other statistical model to predict anomalous
connection in any enterprise network.

Critical Analysis: Here again, the author have not validated
the dataset before using. However, they only considered a
subset of few minutes from flow data so it did not affect
their results. They proposed a complementary method to be
used with other anomaly detection procedures. Their main
motivation here was to show disassortative behaviors of net-
work entities in a large network rather than a regular anomaly
detection approach.

IV. DISCUSSION AND CONCLUSION

According to above mentioned analysis it is quite clear
that most of the existing works with Sandia Dataset are
questionable due to their methodological flaws given that
there are flaws in the dataset. Most of the papers did not
validate their input data before using them in analysis. Only
one paper mentioned that they have used a subset of the
dataset because of the flaws in dataset while others did not
even mention easily detectable flaws in the data. Most papers



used statistical approaches to find anomalies from various logs
while visualization and text mining techniques were used by
one paper each. Two of those eight papers discussed behaviors
among network entities but did not try to detect any anomalies
from the dataset. It is quite evident that researchers are eager
to find anomalies by analyzing these large logs. However, they
are not conscious about their research methodology. Most of
them did not consider to validate the quality of the data which
is obvious from their research methodology. We pointed out
that a timeline analysis of multiple inter-related datasets is a
basic need for all security data analysis. We believe this meta
study highlights the importance of carefully vetting data before
analysis as it is a waste of time to analyze flawed data.
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